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Abstract
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Chapter 1. Overview

A simple GUI management tool for Tungsten Cluster v5.3.x and above.

Important
I Read this entire document before attempting installation.

This application was written using PHP, jQuery and Bootstrap and uses HA Proxy to distribute API requests. The Apache 2 web server was
used for the examples in this document.

The Dashboard is usually installed on a standalone web server with HA Proxy installed.

HA Proxy routes APl requests to the various database nodes running the manager API listener on port 8090. There is one frontend per cluster.
Each backend contains all db nodes for that cluster.

The architecture diagram below displays how things would look when using a 6-node Composite cluster named globat, with two member
clusters, named east and west.




Overview

Figure 1.1. Tungsten Dashboard Architecture
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Chapter 2. Prerequisites

Continuent Tungsten Dashboard needs the following prerequisites to function:
e Continuent Tungsten Clustering v5.3.0 and above or v6.0.1 and above only.
e Web server with PHP7 support (sample configs provided for Apache 2.2 and 2.4)
Please note that more recent versions of Lunux and Apache use php-fpm to run PHP code.

* Below is a sample command line session on Amazon Linux 2 to get PHP 7.4 installed with all of the needed dependencies:

shell>
root shell>
root shell>

root shell>
root shell>
root shell>

Next, tweak the default Apache PHP configuration, otherwise PHP-FPM gets called for files that don't exist. So, edit the file:

shell>
root shell>

Change the SetHandler around line 27 from OLD to NEW:

OLD:

<FilesMatch \.php$>

SetHandler "proxy:unix:/run/php-fpm/www.sock|fcgi://localhost"
</FilesMatch>

NEW:
<FilesMatch \.php$>
<If "-f %{SCRIPT_FILENAME}">
SetHandler "proxy:unix:/run/php-fpm/www.sock|fcgi://localhost"
</If>
</FilesMatch>

Then check and restart Apache:

shell>
shell>

e PHP Curl Support - install php-common OF php-curl and restart your web server

o HA Proxy - Chapter 9, Install and Configure HA Proxy.
e Make sure to open ALL of the appropriate firewall ports to ensure access.

* The default architecture would require TCP port 8090 open between the web server running the Dashboard and all cluster nodes in all
clusters that are to be administered by the GUI application.

o By default, port 80 will need to be open from the client browser to the web server running the Tingsten Dashboard. If HTTPS has been
implemented, TCP 443 must be opened in addition to port 80.




Chapter 3. Security Limitations

Continuent Tungsten Dashboard has the following security limitations:

Warning

I THERE IS NO API SECURITY in versions less than v7.0.0 - If you enable the APl on the Manager, anyone may connect

to it. Use your firewall to block port 8090 from non-essential hosts.

Warning

I SSL (https]) is not supported on the Manager APl endpoint in versions less than v7.0.0
Warning

I Please use Apache Basic Auth to lock down access to the Tungsten Dashboard GUI.
Warning

I SSL (https) configuration for the Tungsten Dashboard is possible, but is beyond the scope of this document.
Warning

Locking only works on a single web server host, so if you have installed the Tungsten Dashboard on more than one
host, the lock is not shared and is therefore ineffective.




Chapter 4. Configure the Tungsten Cluster Manager API

The configuration will vary based upon the version of Tungsten software you are running. For versions less than 7.0.0, you will need to con-
figure APIV1. For Tungsten v7.0.0 and higher, please configure for APIV2.

4.1. Configure the Tungsten Cluster APIv1 for Dashboard

Configure the Tungsten Cluster APIv1 for Dashboard - Needed for Tungsten software versions LESS THAN v7.0.0

Add the following to /etc/tungsten/tungsten.ini Under the [defaults] section:

mgr-api-port=80960
mgr-api=true

mgr-api-address=0.0.0.0
mgr-api-full-access=true

Warning

Either SHUN the individual nodes one at a time and WELCOME each one after running the update, or set policy to
MAINTENANCE Via cctrl and update all nodes, then set the policy back to auromarrc when all nodes have been completed.

Inform the running manager of the changed configuration:
Important
I You may need to restart the manager.

Verify that the port is listening:

4.2. Configure the Tungsten Cluster APIv2 for Dashboard

Configure the Tungsten Cluster APIv2 for Dashboard - Needed for Tungsten software versions v7.0.0 and higher

Version 1.0.10.  This feature was first introduced in Tungsten Dashboard version 1.0.10-125

4.2.1. Remove the Existing Tungsten Cluster APIvl Configuration

Important
I Do these steps only if you have already enabled APIvl and are upgrading to v7.0.0 or higher.

Remove the following APIvl-specific options from /etc/tungsten/tungsten.ini under the [defaults] section:

mgr-api-port=8090
mgr-api=true

mgr-api-address=0.0.0.0
mgr-api-full-access=true

4.2.2. Configure the Tungsten Cluster APIv2 INI Entries

Important
I Perform these steps BEFORE installing or upgrading to v7 from a version less than 7.

For NON-secure deployments, check for the following in /etc/tungsten/tungsten.int under the [defaults] section:

disable-security-controls=true

enable-connector-ssl=false
datasource-enable-ssl=false

If you located the above options, then your deployment is NON-Secure. ADD the following to /etc/tungsten/tungsten.ini Under the [defaults]
section:
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Configure the Tungsten Cluster Manager API

For Secure deployments, check for the following in /etc/tungsten/tungsten.ini under the [defaults] section:

disable-security-controls=false
enable-connector-ssl=true

datasource-enable-ssl=true

If you located the above options, then your deployment is SECURE. ADD the following to /etc/tungsten/tungsten.int under the [defaults] Sec-

Warning

Either SHUN the individual nodes one at a time and WELCOME each one after running the update, or set policy to
MAINTENANCE Via cctrl and update all nodes, then set the policy back to auromarzc when all nodes have been completed.

Inform the running manager of the changed configuration:

shell>

Important
I You may need to restart the Manager, Connector and Replicator.

Verify that the three ports (Manager, Connector and Replicator) are listening:

shell>
shell>
shell>
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Chapter 5. Test Connectivity to the Tungsten Manager API Directly

Test connectivity to the Tungsten Manager API directly using curl:

shell>
shell>
shell>

5.1. Test Connectivity to the Tungsten APIv2 Directly

Test Connectivity to the Tungsten APIv2 Directly
Version 1.0.10.  This feature was first introduced in Tungsten Dashboard version 1.0.10-125

Test connectivity to the Tungsten APIV2 directly using curl for Secure deployments:

shell>

shell>

Test connectivity to the Tungsten APIV2 directly for Secure deployments using the tapi command on a Tungsten node:

Important

Please note that the tapi command exists only on Tungsten database nodes, because it is included with the Tungsten
Clustering software, not the Dashboard.

shell>
{

"managerPID" : 3234,

"dataSourceName" : "db10-demo.continuent.com",
"parentPID" : 3213,

"dataServiceName" : "south",
"{sCoordinator" : true,

"state" : "ONLINE",

"uptimeSeconds" : 3428,

"{sWitness" : false,

"policyMode" "AUTOMATIC",

"coordinator" : "db10-demo.continuent.com",
"startTime" : "2022-03-14T20:41:41.427 UTC"

: "le52cc32-ada5-4546-beea-32eb26846629",
"HeartbeatTask",
"state" : "in_progress"

Test connectivity to the Tungsten APIV2 directly using curl for NON-Secure deployments:

shell>

shell>

Test connectivity to the Tungsten APIV2 directly for NON-Secure deployments using the tapi command on a Tungsten node:

Important

Please note that the tapi command exists only on Tungsten database nodes, because it is included with the Tungsten
Clustering software, not the Dashboard.

shell>

WARN: Using insecure Non-SSL http connection instead of the default https

{
"managerPID" : 3234,

"dataSourceName" : "db10-demo.continuent.com",
"parentPID" : 3213,
"dataServiceName" : "south",
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Test Connectivity to the Tung-
sten Manager API Directly

"{sCoordinator" : true,

"state" : "ONLINE",

"uptimeSeconds" : 3428,

"{sWitness" : false,

"policyMode" : "AUTOMATIC",

"coordinator" : "db10-demo.continuent.com",

"startTime" : "2022-03-14T20:41:41.427 UTC"
}

shell>
WARN: Using insecure Non-SSL http connection instead of the default https

"taskId" : "1e52cc32-ada5-4546-beea-32eb26846629",
"operation" : "HeartbeatTask",
"state" : "in_progress"

}

13



Chapter 6. Install the Tungsten Dashboard

There are two ways to install the Tungsten Dashboard - the standard way using a Linux server and manual configuration of Apache 2 and
HAProxy, or via a Docker container.

6.1. Install the Tungsten Dashboard - Standard Method

This section describes the standard method of installing the Tungsten Dashboard when using a Linux server with Apache 2, PHP and optional-
ly HAProxy installed locally.

Important

I Please change the example values below to match your specific environment.

For example, create a new user called tungsten, Qgroup tungsten, homedir /home/tungsten:

Note: Later on you will need to add the apache user to the tungsten group and restart apache.

Now create the Tungsten Dashboard web root directory and all needed subdirectories:

Still as user tungsten, download the software using the temporary URL provided by Continuent, or login to the web download portal to ob-
tain the software (https://www.continuent.com/downloads/), then copy to the web root directory for use in the next step:

If not present, create the html/locks directory and set the permissions:

shell>

shell>

6.2. Install the Tungsten Dashboard - Docker Method

This section describes the docker method of installing the Tungsten Dashboard using a pre-defined Docker container provided by Continu-
ent containing Apache, PHP, HAProxy and the Dashboard.

6.2.1. Dashboard Docker Install - Quick Start

Below are the key steps needed to install the Tungsten Dashboard via Docker.

¢ Copy the downloaded software to the target Linux host:

desktop>

e SSH to the target host:

desktop>

e Extract the tarball to a temporary location like your home directory on that host:

-dashboard-docker/
-dashboard-docker /README
-dashboard-docker/config.php

-dashboard-docker/docker-compose.yml
-dashboard-docker/dshell
-dashboard-docker /haproxy/
-dashboard-docker /haproxy/haproxy.cfg
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tungsten-dashboard-docker/hastat
tungsten-dashboard-docker/settings.d/
tungsten-dashboard-docker/settings.d/apiAuth.json
tungsten-dashboard-docker/settings.d/apiPassword.json
tungsten-dashboard-docker/settings.d/apiSSL.json
tungsten-dashboard-docker/settings.d/apiUser.json

tungsten-dashboard-docker/settings.d/apiVersion.json
tungsten-dashboard-docker/settings.d/startExpanded.json
tungsten-dashboard-docker/settings.d/useHAProxy.json
tungsten-dashboard-docker/tungsten_generate_haproxy.pl
tungsten-dashboard-docker/tungsten-dashboard-docker-saved-1.0.15-13.tar

Proceed to the extracted directory:

Inform the Docker server of the new Dashboard image to install:

shell>

shell>

Create Dashboard login credentials, i.e. user tungsten with password secret:

shell>

o Add explicit etc/hosts entries under the extra_hosts sections for both services, haproxy and dashboard:

shell>

Create cluster-specific HAProxy entries:

Note the following will only work when a valid Tungsten install and /etc/tungsten/tungsten. int file exists:

shell >

Launch the containers:

Validate that everything is running properly:

View the GUI in a browser:

Browse to
Click on "Please click here to auto-define an existing service (recommended)"

Add the new cluster using:
Host Name:
Port Number:

6.2.2. Dashboard Docker Install - Details

o Create the .htpasswd file under the etc/ folder with your desired login and password for the Dashboard:

o Edit the config.json file and add the login you just created to the adninistrators line. The tungsten user is pre-populated.

shell>

¢ Create the HAProxy frontend and backend entries from your existing INI by running either tpm generate-haproxy-for-api or the enclosed
./tungsten_generate_haproxy.pl - for example, to append the results to the haproxy/haproxy.cfg file:

shell>

e Populate /etc/hosts inside the container(s) by adding indented lines under the extra_hosts: directive:

shell>
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¢ Run the two containers via the sudo docker-compose up -d command.

¢ Validate the containers via the sudo docker ps cOmmand.

o Point your browser to http://localhost:8080

¢ Click on "Please click here to auto-define an existing service [recommended)"

e Add the new cluster using hostname haproxy and the frontend port number(s) created above, i.e. 8201

NOTES

e The Dashboard sees HAProxy under the hostname haproxy on port 8090-809X (depending on the haproxy config).
o The dashboard and haproxy containers are on an internal network that can see each other with these hostnames.

¢ The netcat command nc is required to use the included hastat script:

shell>

¢ Use the enclosed dshell script to ssh to the container by providing the CONTAINER ID listed with docker ps as the only argument:

shell>
shell>

For example:

shell>
shell>

6.2.3. Docker Compose Quick Reference Guide

Docker-compose Install Summary

Note

use...

I NOTE: To install a different version of Compose, substitute 1.29.2 below with the version of Compose you want to

Click here to see the Docker documentation for more information about docker-compose.

Docker-compose Key Tasks Summary

== Start in foreground mode:
shell>

== Start as a daemon:
shell>

== Stop all containers:
shell>

6.2.4. Docker Quick Reference Guide

== View the logs from a container:
shell>

== Login to the shell on a container:
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shell>
~Or~
shell>

== List all containers:
shell>

== Restart a container:
shell>

6.2.5. Dashboard Docker Install - Troubleshooting

e Toinstall tools for checking connectivity on a container:

shell>
shell>
shell>

To check the HAProxy status:

shell>
root@f57d517b7acf: /#

To check the Manager reachability:

shell>
root@f57d517b7acf: /# tus/' | iq

e ERROR:

Cannot raise FD limit to 8066, limit is 1024
CAUSE:
/etc/sysconfig/docker has incorrect options configured

SOLUTION:

shell>
shell>

==> CHANGE FROM:

==> T0:

ERROR DETAILS:
shell>
haproxy | [NOTICE] 161/185553 (1) : haproxy version is 2.3.10-4764f0e

haproxy | [NOTICE] 161/185553 (1) : path to executable is /usr/local/sbin/haproxy
haproxy | [ALERT] 161/185553 (1) : [haproxy.main()] Cannot raise FD limit to 8066, limit is 1024.

haproxy exited with code 1

shell>
root 2681 1 0 12:57 ? 00:00:10 /usr/bin/dockerd --default-ulimit nofile=1024:4096

e ERROR:
Dashboard shows “Internal Server Error" in a browser; logs show "Could not open password file: /var/www/html/etc/.htpasswd"
CAUSE:
Forgot to create the .htpasswd file
SOLUTION:
shell>

ERROR DETAILS:
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shell>

[Tue Jun 15 19:37:23.074342 2021] [authn_file:error] [pid 20] (2)No such file or directory: [client 222.33.44.55:63370] AH01620: Could not open passwor
¢ COMMAND:

sudo docker-compose up

ERROR:

docker.errors.DockerException: Error while fetching server API version: ‘Connection aborted.', FileNotFoundError(2, ‘No such file or directo-
yl)

CAUSE:

Docker server process not running

SOLUTION:

Start the Docker server process

6.3. Dashboard Initial JSON Configuration

Place under settings.d/ as heeded:
apiAuth.json

"apiAuth": 1
}

apiPassword. json

{

"apiPassword": "default"

}

apiSSL.json
{

"apiSSL": 1
}

apiUser.json
{

"apiUser": "default"

}

apiVersion.json
{
"apiVersion": 2

}

useHAProxy. json

{

"useHAProxy": 1

}
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Chapter 7. Enabling Dashboard Security

The Dashboard relies upon the Basic Authentication feature of the web server to provide login security. Additionally, Role-Based Access Con-
trol (RBAC) uses that login string to provide additional functionality within the Dashboard. Without Basic Authentication in the web server,
RBAC will not work in the Dashboard.

When RBAC is enabled (requires web server Basic Auth to be working fully), there are just two roles currently:

e administrator - which gives read-write access to everything to any valid login listed in the "administrators":[] option in the WeBrooT/htnl/con-
fig.json file.

e operator - which is read-only and is the role given to anyone with a valid login
To enable login and password security for the Dashboard along with Role-Based Access Control (RBAC], be sure to do the following:
¢ Deploy the correct Apache config to enable Basic Authentication pointing to the weBrooT/etc/ . htpasswd file.

Please see Section 8.2.2, “Create the Dashboard-specific Web Server Configuration File” and Section 8.2.3, “Configure Web Server Boot and
Restart Process”.

o Ensure that the wWeBrooT/etc/.htpasswd file contains one or more login/password pairs using the htpasswd command.
Please see Section 8.2.4, “Populate Logins Using htpasswd”.

o Configure the Dashboard RBAC via the WeBrooT/html/config. json file to add logins from the weBrooT/etc/.htpasswd file to the administrators JSON
array.

Please see Section 8.2.5, “Enable RBAC via config.json”.




Chapter 8. Configure the Apache 2 Web Server

Important

I Please change the example values below to match your specific environment.

8.1. Example: Web Server on Ubuntu

This sequence of steps to install and configure Apache 2 and HAProxy on Ubuntu was derived from a session with a customer. YMMV as al-
ways.

¢ Generate the custom frontend and backend definitions for HAProxy, and prepare the cluster for updates to the configuration of the cluster
nodes, if you have not done them already:

On a single database node per cluster:

tungsten@dbl shell>
tungsten@dbl shell>

¢ Update the cluster configuration to support the REST APIv2.

On all database nodes:

tungsten@dbN shell>
==> Ensure that the rest api settings have been added to the above!
tungsten@dbN shell>

tungsten@dbN shell>
==> Create the REST API admin user if you did not do so at install time:
tungsten@dbN shell>

AFTER all tpm updates have been completed, return the cluster to AUTOMATIC mode.:

On a single database node per cluster:

tungsten@dbl shell>

Update the /etc/hosts file to ensure all nodes are reachable.

On the Dashboard web server host, perform the following steps:

==> Ensure this server's hostname exists in the hosts file
==> Ensure that all database nodes exist in the hosts file

enable extension=php_curl by removing the leading semi-colon (;)

¢ In this example, the customer placed the Tungsten Dashboard web root directory onto an NFS mount, so we needed to create that set of
directories before installing the Dashboard package:

shell#
shell#
shell#

o Create the .htpassword file to provide Basic Authorization functionality.
shell#
shell#
¢ Install the Tungsten Dashboard software package from your home directory into the web root directory, on NFS in this case:
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shell#
shell#
shell#
shell#
shell#

shell#
==> Update the administrators entry if needed:

==> Update the enableRBAC entry to 1:

o Configure the Dashboard virtualhost in Apache2:

For example Apache 2 conf file entries, please see the above section Section 8.2, “Example: Web Server on Amazon Linux 2”.

shell#
shell#
shell#
==> Edit the existing section to add the needed items
shell#
shell#
shell#
shell#
shell#

¢ Validate that the Dashboard web server host is able to reach all the nodes:

shell>

e Configure and test HAProxy:

8.2. Example: Web Server on Amazon Linux 2

8.2.]. Add apache User tO tungsten gI’OUp

Add the apache user to the tungsten group:

shell>

8.2.2. Create the Dashboard-specific Web Server Configuration File

Create the apache configuration file for the web service:

shell>

Important

Be sure to check the configuration and correct it until the configtest passes:

shell>

Select one of the examples below to populate the web server config file.

For Apache version 2.2 with no authentication or Role-Based Access Control (RBAC):
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For Apache version 2.2 with auth and RBAC using Basic Auth with an htpasswd-generated file:

For Apache version 2.4 with no authentication or Role-Based Access Control (RBAC):

For Apache version 2.4 with auth and RBAC using Basic Auth with an htpasswd-generated file:




Configure the Apache 2 Web Server

For Apache version 2.4 with auth and RBAC using Basic Auth via LDAP:

8.2.3. Configure Web Server Boot and Restart Process

Configure start-at-boot and restart the web server:

8.2.4. Populate Logins Using htpasswd

Ensure that the weBroOT/etc/ . htpasswd file contains one or more login/password pairs using the htpasswd command.

8.2.5 Enable RBAC Via config.json

To enable RBAC security, the $WEBro0T/html/config. json file will need to be updated with two settings: "enablerBac": 1 and "adninistrators": [], for
example:

{
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"settings": {

When RBAC is enabled (requires web server Basic Auth to be working fully), there are just two roles currently:
e adninistrator - which gives read-write access to everything to any valid login listed in the "adninistrators":[] option in the config file.

® operator - Which is read-only and is the role given to anyone with a valid login. There is NO explicit entry for "operators” in the config file.

8.2.6. Configure SELinux for Apache

Warning

I There are additional steps to take when SELinux is enabled.

To check if SELinux is enabled:

shell>
shell>

These are example extra steps to take if SELinux is enabled:

Be sure to check in the audit.log fOr any denied messages containing http O php.

Here are two example commands to run to help troubleshoot selinux and httpd:

shell>
shell>
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Chapter 9. Install and Configure HA Proxy

The Tungsten Cluster Manager listens on port 8090 for API calls, so we configure the HA Proxy listener ports to not conflict with that.

As of v1.0.11-2, the default listener port for HAProxy is 8201, changed from 8091 to prevent port conflicts with Prometheus exporters when in-
stalled on a Tungsten v7+ cluster node.

There must be one frontend per cluster, so the first cluster is assigned the default listener port number 8201.

In the examples below, we assign frontend port 8201 to the composite global, frontend port 8202 to the cluster east and frontend port 8203
to the cluster west.

It is imperative that there be one backend per cluster containing all nodes in that cluster. In the case of a composite, the backend should
contain all nodes from all member clusters.

In the below examples, backend east contains member nodes dbl-3, backend west contains nodes db4-6 and backend global contains
nodes dbl-6.

NOTE: See haproxy.cfg in the examples/ directory for a more complete sample config to be used locally on a web server or jump host.

9.1. Install and Prepare HA Proxy

Install and prepare the HA Proxy deployment:

9.2. Generate the Frontend and Backend Definitions

Generate the custom frontend and backend definitions for HAProxy from the /etc/tungsten/tungsten.int file.

Important

I The following will only work on a host where Tungsten Clustering is installed and a valid /etc/tungsten/tungsten. int file
exists.

Create cluster-specific HAProxy entries - for example, perform this command on a single database node per cluster:

shell >

9.3. Modify the HAProxy Configuration File

Edit /etc/haproxy/haproxy.cfg and define the global options, defaults, frontend listeners, backend services and associated hosts using the pro-
vided defaults below and the output from above:

shell>

N
[$5]
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9.4. Ensure HAProxy Starts at Boot

Configure start at boot:

9.5. Restart HAProxy

Restart the HA Proxy service:

9.6. Verify HAProxy Started

Verify that HAProxy has started properly:

9.7. Configure SELinux for HAProxy

Warning
I There are additional steps to take when SELinux is enabled.

To check if SELinux is enabled:
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shell>

These are example extra steps to take if SELinux is enabled:
shell>

shell>
shell>

Be sure to check in the audit.log fOr any denied messages containing haproxy.

Here are two example commands to run to help troubleshoot selinux and haproxy:

shell>
shell>

For more information about HAProxy, please visit http://www.haproxy.org
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Chapter 10. Test Connectivity to the Tungsten Manager via HAProxy
10.1. Test Connectivity to APIv1 via HAProxy

Test connectivity to the Tungsten Manager API Version 1via HAProxy using curl:

shell>
shell>
shell>
shell>

Please note that APIvl does not support authentication or SSL.

10.2. Test Connectivity to APIv2 via HAProxy

Version 1.0.10.  This feature was first introduced in Tungsten Dashboard version 1.0.10-125

Test connectivity to the Tungsten APIv2 via HAProxy using curl for Secure (SSL-enabled) deployments:

Test connectivity to the Tungsten APIv2 via HAProxy using curl for NON-Secure [No SSL) deployments:

shell>
shell>
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Chapter 11. Configure the Tungsten Dashboard

11.1. Configure the Required APIv2 Admin User for Tungsten Cluster

Important

If you did NOT configure APIv2 before installing or upgrading v7, you will need to perform the below Create Admin
User Procedure to create and enable the required APIv2 Admin user on all database nodes!

APIv2 Security Basics

Authentication is handled using username/password pairs, and an initial admin user account MUST be created on every node before the API
can be used on that node.

If no admin user has been created, only the ping and createAdminUser API calls will be available.

Users created through the API are host-specific only, and will have to be re-created on each host of the cluster. At install time, the tpm com-
mand will handle populating the API user and password on all cluster nodes when you specify the rest-api-admin-user and rest-api-admin-pass
options.

Create Admin User Procedure

From the Dashboard GUI, select the Tools menu, then option "Create APl Admin User".

Figure 11.1. Tungsten Dashboard Create APIlv2 Admin User Menu Option

Clusters v [l

& Check for Dashboard Update

E 4 O H» 6 O T O All Clusters

TungstenDashboard

All Clusters o
#™ Send Dashboard Diagnostic

Auto-refrosh: Off ¢ L2t refrosh (NSRS St} |oF || 45 || 28~ || gl || gREe || B8
© Help Panel
@ Continuent.com
The TUEgE:Iel onfiguration feature is not enabled
=&z Monitoring Panel er via TCd (experimental)
& Grafana New Win isting service (recommended)
LXIEe & Prometheus New Win manually

t e JoIgell Configuration Tools bn via Settings, then refresh the page

X Define a Cluster
¥ Delete ALL Cluster Definitions

Please enter the appropriate host or hosts, port, user name and password, then click the Proceed button to create the specified admin user
on the designated host(s) and port. For multiple hosts, please separate with commas, spaces optional. Any spaces will be stripped out.
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Figure 11.2. Tungsten Dashboard Create APIv2 Admin User Form

Vi

TungstenDashb‘oard" Clustersv Toolsv = 4 &% #» © O = ©® ]

AlClusters @ | 00 ) Not Ready o

sk T S ot [or ve ee] o e am
Create APl Admin User Close window ®

» Manually Initialize the Admin User for an Existing Cluster Node

"Host Name(s) | db1,db2,db3

‘Port Number | 8090

“User Name [ demouser

‘Password [ demopass

Please enter the appropriate host, port, user name and password,
then click the Proceed button to create the specified admin user on the designated host and port.
For multiple hosts, please separate with commas, spaces optional. Any spaces will be stripped out.

@® Close window

Once the above has completed successfully, record the default APl User Name and API Password in the Dashboard Configuration panel, if
needed, or set the user and password on a per-cluster basis.

11.2. Tungsten Dashboard Initial Configuration Example

Create and edit the config. json file to set the administrators and enablerBAC Values to match your Basic Auth security setup, or additionally create
the file config. json and populate it with the $jsonconfig data structure and appropriate values:

"clusters": {
1,
"menus"
"tools": {
"<span class=\"glyphicon glyphicon-1link\"></span> Add your links here":"http://docs.continuent.com/tungsten-dashboard-1.0/tungsten-dashboard-con|
"Archive Mode Docs":"http://docs.continuent.com/tungsten-clustering-7.1/operations-status-changingstates.html#operations-status-changingstates-3a|

"Cluster Heartbeat Docs":"http://docs.continuent.com/tungsten-clustering7.1/cmdline-tools-cctrl-commands.html#cmdline-tools-cctrl-commands-clust]

}
1,
"settings": {
"administrators": [ "tungsten","newuserl",'"testuser123" ],
"dashboardMaintenanceScreen":0,
"enableRBAC":1,
"enableUpdates":1,
"sortByConfigOrderNotAlpha":1

30



Configure the Tungsten Dashboard

11.3. Tungsten Dashboard Configuration Best Practices

Important

I *** There is a one-to-one relationship between Tungsten services and haproxy ports. See examples following this
section. ***

e Host and port are required for all clusters.

* A cluster is marked as a composite parent if it has the "children" array, even if the array is empty.

o A cluster is marked as a composite child if it has the "memberOf" key defined.

e All Composite member (child] clusters require their own definitions so we know about the host and port for each.

o All cluster service names MUST be unique. If you have clusters in different environments that have the same names, they will conflict.

e Added in v1.0.7: To solve the above limitation that all cluster service names must be unique, add the sub-key actualname pointing to the "real”
name of the service, and change the top-level cluster service name to some alias that you understand.

For example, you have two clusters named “east”, one in prod and the other in staging:

Important

When using composite clusters, the children key (for the composite service) and the memberof key (for the member
cluster services) must point to the "alias” names, not the actualname value. For example:

Please note that the host: localhost ‘should remain localhost because this tells the app to call the haproxy server on the GUI server node,
which will then handle routing to the appropriate manager/database node.

You may add your own custom menu options to the tools menu by editing the menus->tools section in the json configuration.

By default the Auto-refresh feature is disabled (i.e. set to zero). You may enable autorefreshbelay by setting it it to one of the Auto-Refresh
time interval values.

By default, the list of Auto-Refresh time intervals is defined as 5, 10, 30, 60, 120 or 300 seconds. You may change that by using the autoRre-
freshList setting, i.e.:

ﬂ ‘
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Important
I PLEASE NOTE: autorefreshList values less than 3 seconds are strongly discouraged.

Under normal circumstances, you should not need to get a lock, since all operations automatically attempt to obtain a lock for efficiency
purposes. This has the side-effect of leaving your session in a locked state.

There are two settings that help address this situation, autounlockHeartbeat and autoUnlockAll.

You may set autoUnlockHeartbeat tO 110 automatically unlock after issuing a heartbeat command.
You may set autoUnlockAll tO 1to automatically unlock after issuing any command.

You may set dashboardMaintenanceScreen tO 110 display a Maintenance-In-Progress message.

The default Tab Badge update rate is 30 seconds. You may disable it by setting tabupdaterate to zero (0). You may change the refresh rate in
seconds by specifying a non-zero value.

Use lockBasedir to change the location of the temporary lock files. The default tocksasedir is {weBrooT}, making the default lock directory {ues-
ROOT}/locks/, (i.€. @ lockBasenir Of /tmp Will yield a lock directory of /tmp/locks).

Added in v1.0.7: Use msgradeoutTimer tO automatically close messages after the defined timeout in seconds. The default is 6o seconds.

Added in v1.0.8: Set disableConfigdisplay to 1t0 prevent the menu choice for Tools -> Display Configuration from appearing.

Added in v1.0.8: Set disableTooltips tO 1t0 prevent the formatted hover-over help tooltips from appearing.

Added in v1.0.10: Use enableGrafana to display a button which opens Grafana in an iframe.

Added in v1.0.10: Use enablepPrometheus tO display a button which opens Prometheus in an iframe.

Added in v1.0.8: Use windowTitle to change the browser window title from the default of "Tungsten Dashboard".

Added in v1.0.8: The sortByConfigorderNotAlpha controls the Cluster View sort. By default the list of cluster services is sorted alphabetically. Set
sortByConfigorderNotAlpha tO 1 for the cluster services to be displayed in the order listed in the config.php file.

Added in v1.0.8: The enablersac setting controls the Role-Based Access Control (RBAC] feature. Disabled by default, set it to one and popu-
late the list of read-write users via the sibling adninistrators setting.

There are two roles:

¢ Administrator - Full access

o Operator - Read-only access

When enablersac is set to one, all users not listed in the adninistrators setting are read-only Operators.

When enabled, the user's current role will be displayed in the footer. Refresh the page to activate any changes to config. php.

This feature requires Basic Auth to be properly configured on the Web server.

Use the administrators setting to list the users with admin privs:
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11.4. Tungsten Dashboard Configuration Settings Reference

Variable Default Type Description Recom- Via GUI
Name mended
Value
administra- | [] ARRAY of You may set adninistrators tO a list of usernames matching those used | [ "user1", N
tors STRINGS by Basic Auth (i.e. via htpasswd]). Any users not listed are considered | "user2",
to be read-only Operators. Requires that the enablersac setting be en- | "user3" 1,
abled (set to 1) and that Basic Auth in the web server has been prop-
erly configured. Added in v1.0.8
apiAuth 0 BOOLEAN Enabling API Authentication adds the Basic Auth user and password |1 Y
to every API call. You must define and activate the API auth in the
Tungsten INI. Added in v1.0.10
apiVersion |1 INTEGER Define the API Version to use (1 or 2). Added in v1.0.10 2
apiSSL 0 BOOLEAN Enabling API SSL uses the https protocol instead of http to make APl |1
calls. Added in v1.0.10
apiPassword | None STRING The API Password is required when APl Authentication is enabled. {api pass- Y
Added in v1.0.10 word}
apiUser None STRING The API User is required when API Authentication is enabled. Added | {api user Y
in v1.0.10 name}
auditDir {WeBr0OT}/au- | STRING Use auditpir to change the location of the temporary audit files. {WEBROOT}/au- |N
dit.d Added in v1.0.10 dit.d
autoLockAll |1 BOOLEAN Automatically lock the Dashboard during ANY non-read-only action |1 Y
to prevent other users from performing any non-read-only actions
on this cluster.
autoLock- 0 BOOLEAN Automatically lock the Dashboard during heartbeat actions to pre- 0 if $autoLock- |Y
Heartbeat vent other users from performing any non-read-only actions on this |Atl=1, other-
cluster. Overridden by autoLockAll wise 1
autoRe- 0 INTEGER Se- | Controls the Auto-Refresh feature. By default the Auto-refresh feature | o Y
freshDelay conds is disabled (i.e. set to zero seconds). To have the Auto-Refresh fea-
ture enabled upon initial page load, set autorefreshbelay to one of the
Auto-Refresh time interval values (see autorefreshList).
autoRefresh- | [5, 10, 30, Seconds as | The list of time intervals in seconds shown on the Auto-Refresh drop- | [5, 7, 1e, N
List 60, 120, 300] |anarray of |down menu. autorefreshList values less than 3 seconds are strongly 15, 20, 30,
INTEGERs discouraged. 60, 120, 300,
600]
autoUnlock- |e BOOLEAN Under normal circumstances, you should not need to get a lock, 1 Y
All since all operations automatically attempt to obtain a lock for effi-
ciency purposes. This has the side-effect of leaving your session in
a locked state. You may set autounlockall to 1to automatically unlock
the Dashboard after issuing any command.
autoUnlock- |e BOOLEAN Under normal circumstances, you should not need to get a lock, 1 Y
Heartbeat since all operations automatically attempt to obtain a lock for effi-
ciency purposes. This has the side-effect of leaving your session in a
locked state. You may set autoUnlockHeartbeat tO 1t0 automatically un-
lock the Dashboard after issuing a heartbeat command.
connector- | 8096 INTEGER The connectorport value is used to determine what port to communi- | 8egs N
Port cate with the Connector upon when performing auto-configuration
and auto-define, as well as populating form fields in other places.
Only change this if you have changed the API listener port for the
Connector as well. Added in v1.0.10
curlTimeout- | 10 INTEGER Se- | The timeout used when curl connects to the manager for a GET-spe- |10 Y
GET conds cific API call, in seconds. Added in v1.0.10
curlTimeout- |66 INTEGER Se- | The timeout used when curl connects to the manager for a POST- 60 Y
POST conds specific API call, in seconds. Added in v1.0.10
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Variable Default Type Description Recom- Via GUI
Name mended
Value
customerE- | None STRING Use the customeremail to pre-populate the Tungsten Dashboard diag- |{Your cus- |Y
mail nostic upload form customer email field. Added in v1.0.9 tomer email
address}
dashboard- |e BOOLEAN | You may set dashboardMaintenanceScreen tO 1t0 display a "Mainte- 0 N
Mainte- nance-In-Progress" message.
nanceScreen
disableCon- |o BOOLEAN Set disableconfigbisplay tO 1t0 prevent the menu choice for Tools -> o, 1if youdo |Y
figDisplay Display Configuration from appearing. Added in v1.0.8 not wish
read-only
access to
the config-
uration via
the browser.
disableSet- |o BOOLEAN You can disable the editing of settings in the browser by changing o, 1if youdo |N
tingsEdit the value of disableSettingsedit tO 1 in the config.php file, in the "set- not wish to
tings": { } stanza. Added in v1.0.9 allow set-
tings to be
changed via
the browser
interface.
disable- 0 BOOLEAN Set disableConfigdisplay tO 110 prevent the formatted hover-over help |o, 1 if you Y
Tooltips tooltips from appearing. Added in v1.0.8 do not wish
read-only
access to
the config-
uration via
the browser.
download- |{obtain from [STRING Use downloadAccesskey tO enable the Tungsten Dashboard self-update | {Assigned N
AccessKey Support} feature. Requires downloadSecretkey. Download Key}
download- |{obtain from [STRING Use downloadsecretkey to enable the Tungsten Dashboard self-update | {Assigned N
SecretKey Support} feature. Requires downloadAccesskey. Download Se-
cret}
enableAudit |e BOOLEAN Enables the admin command audit trail feature. Added in v1.0.10 1
enableAuto- |o BOOLEAN Use enableAutoConfiguration to enable the Tungsten Dashboard au- 1
Configura- to-configuration feature. Attempts to connect to the Manager on lo-
tion calhost to determine the cluster to display. Related options are nan-
agerPort and useHAProxy. Added in v1.0.9
enableDe- |0 BOOLEAN Set enabledebug tO 1 tO get additional logging information and use the o Y
bug debug software versions when checking for an available update.
Added in v1.0.9
enableEx- 0 BOOLEAN enableExpertiode disables both confirmation prompts when Deleting 0 Y
pertMode All Definitions. Added in v1.0.9
enable- 0 BOOLEAN You may set enableGrafana to 1to display a "Grafana" button in the 0, 1 if you Y
Grafana top menu, which when clicked will open an iframe to "http://{Dash- |have Grafana
board_Server_Hostname}:3000". Added in v1.0.10 available
en- 0 BOOLEAN You may set enablePrometheus tO 1t0 display a "Prometheus” buttonin  [e, 1 if Y
ablePrometheus the top menu, which when clicked will open an iframe to "http:// you have
{Dashboard_Server_Hostname}:9090". Added in v1.0.10 Prometheus
available
enableRBAC |o BOOLEAN | You may set enablersac to 1to enable the use of Role-Based Access 1 N
Control. Requires that the administrators setting be populated and that
Basic Auth in the web server has been enabled or no actions will be
allowed. Added in v1.0.8
en- 0 BOOLEAN You may set enableNotes to 1to allow text notes to be saved on a per- |1 Y
ableNotes node basis Added in v1.0.10
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Variable Default Type Description Recom- Via GUI
Name mended
Value
enableUp- 1 BOOLEAN You may set enableUpdates tO 0 in the config.php file, in the "settings": 1 N
dates { } stanza to disable the Dashboard self-update feature. When en-
ableUpdates is set to 1 (enabled, default), two other values are need-
ed, downloadAccessKey and downloadSecretKey. Added in v1.0.9
en- 0 BOOLEAN You may set enableURLDisplay tO 110 enable the display of the back- 1 Y
ableURLDis- end API calls for transparency and learning. Added in v1.0.10
play
jumpToTo- |1 BOOLEAN The Dashboard places all messages at the top of the center scroll o if you pre- |Y
pOnMsg window (for now). If you have scrolled down to view information fer to scroll
below the fold, and execute a command, it is possible the message |on your
will be obscured. When jumpToTopontisg is set to the default of 1, the own, when
center portal will auto-scroll to the top so the message is visible. Set | you are
jumpToToponMsg tO O to disable this behavior and leave the window ready to do
where it is after a command is selected. so
flagOnLag- |warning STRING Use flagonLagColor to define the row background color when info Y
Color flagOnLagDelay is active. One of: danger, warning or info Requires
flagonLagbelay > 0. Added in v1.0.10
flagOnLagDeto INTEGER Se- | The value used when comparing the replica's segno to the prima- 60 Y
lay conds ry's segno. If the difference is larger than this value, then set the row
background to the danger color. Set to zero (0] to disable. Added in
v1.0.10
lockBaseDir | {WEBROOT} STRING Use lockBasedir to change the location of the temporary lock files. The | {weBrooT} N
default lockBasenir is {WEBROOT}, making the default lock directory {wes-
ROOT}/locks/, (i.e. @ lockBasenir Of /tmp Will yield a lock directory of /tmp/
locks].
manager- 8090 INTEGER The managerport value is used to determine what port to communicate |8e9o N
Port with the Manager upon when performing auto-configuration and
auto-define, as well as populating form fields in other places. Only
change this if you have changed the API listener port for the Manag-
er as well. Added in v1.0.9
msgFade- 60 INTEGER Se- |Use nsgradeoutTimer tO automatically close messages after the defined |so Y
OutTimer conds timeout in seconds. Added in v1.0.7
navButton- |icon STRING Use navButtonFormat to control the Cluster View control buttons style icon,text Un- |Y
Format on the third navigation bar. You may specify one of: "icon", "text", "tex- |til the icons
t,icon” Of "icon, text" become fa-
miliar, then
the default
value of icon
noteGlyph- | comment STRING Use noteGlyphicon to specify the note-per-node Glyphicon. Added in | comment N
icon v1.0.10
notesDir {WEB- STRING Use notesdir to change the location of the temporary notes files. {WEB- N
ROOT}/notes.d Added in v1.0.10 ROOT}/notes.d
replicator- | 8097 INTEGER The replicatorport value is used to determine what port to communi- |8e97 N
Port cate with the Replicator upon when performing auto-configuration
and auto-define, as well as populating form fields in other places.
Only change this if you have changed the API listener port for the
Replicator as well. Added in v1.0.10
sortByCon- |0 BOOLEAN The sortByConfigorderNotAlpha controls the Cluster View sort. By default |1 if you pre- |N
figOrderNo- the list of cluster services is sorted alphabetically. Set sortByconfig- fer the clus-
tAlpha orderNotAlpha to 1for the cluster services to be displayed in the order |ters to dis-
listed in the config.php file. Added in v1.0.8 play in the
order listed
in the con-
fig.php file.
startExpand- | o BOOLEAN Use startExpanded to control the initial display of the cluster nodes. The |1 Y
ed default of 0 hides the cluster nodes. Set this option to 1 for all nodes

to be visible upon initial load.
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Variable Default Type Description Recom- Via GUI
Name mended
Value
tabUpdateR- | 30 INTEGER Se- | The default Tab Badge update rate is 30 seconds. The Tab Bar and 30 Y
ate conds associated badges are located in navigation bar two. You may dis-
able it by setting tabupdaterate to zero (0). You may change the refresh
rate in seconds by specifying a non-zero value.
tmpDir /tmp STRING Use tmppir to specify where downloaded software packages are /tmp N
saved to by the Tungsten Dashboard self-update feature. Added in
v1.0.9
uploadAc- | {shipped Up- |STRING Use uploadAccesskey tO enable the Tungsten Dashboard self-diagnostic |Same as de- |N
cessKey load Key} feature. Requires uploadsecretkey. Added in v1.0.9 fault
uploadSe- | {shipped Up- |STRING Use uploadsecretkey to enable the Tungsten Dashboard self-diagnostic | Same as de- |N
cretKey load Secret} feature. Requires uploadaccesskey. Added in v1.0.9 fault
useHAProxy |o BOOLEAN The useHaProxy Value is used to determine how to calculate ports 1 Y
when performing auto-configuration and auto-define. Set the value
to 1 to both set the base managerPort to 8201 (as of v1.0.11-2, previous
value was 8091), and determine the manager port number automat-
ically during various operations based on calulations using the base
managerPort. Set the value to o (default) to use the base manager-
Port of 8090 with no attempt to auto-define the port. You can enable
this option by changing the "Using HA Proxy?" setting via the Dash-
board settings page in the browser, or changing the value in the con-
fig.php file, in the "settings": { } stanza. Added in v1.0.9
windowTitle |Tungsten STRING Use windowTitle tOo change the browser window title from the default | Tungsten Y
Dashboard of "Tungsten Dashboard". Added in v1.0.8 Dashboard
| {Your Env
Here}
yamiIDir {WEB- STRING Use yanlpir to change the location of the temporary yaml files. {WEB- N
ROOT}/yanl.d Added in v1.0.10 ROOT}/yanl.d

11.5. Tungsten Dashboard Configuration Settings GUI Panel

Configure the Dashboard Settings via the Browser

Version 1.0.9.

This feature was first introduced in Tungsten Dashboard version 1.0.9-61
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Figure 11.3. Tungsten Dashboard Edit Settings Menu Option

TungstenDashboard Clusters v $ B » O All Clusters

AllCIUstarate & Check for Dashboard Update _ Filter | Clear
#™ Send Dashboard Diagnostic

Clear & Go

Refresh:5sec & (1) o SO0 o0 35757 MT-0400 (RSO e i ele o bk AR RO
m @ Help Panel
@ ® Status Policy v Type o
o ~
¢ Ak zeta 0 PN OMIA @ Continuent.com G Unlocked v 2 1
Q
< @ Log Out
w
> zeta/ @ Status Policy v ~
E . alpha Ready Automatic Configuration Tools @ Unlocked v < T
Node Role DS State Conns! )' Edlt Conflguratlon Settlngs ptored pipelineSource Dataserver Actions
@ dbi3-demo.continuent.com primary <ONLINE 1/1 OB e EWAOTo giiTs V] ¢ ilo)y 09 /volumes/data/binlogs ONLINE ¥ v

e db14-demo.continuent.com replica «ONLINE 0/3
e db15-demo.continuent.com  replica «ONLINE 0/3

99  this://db13-demo.continuent.com:2112/ ONLINE ¥+
15  this://db13-demo.continuent.com:2112/ ONLINE Qv

4 Auto-Define a Cluster

X Define a Cluster

® Status Policy v Type

zeta/ T
A beta Ready IR Passi X Delete ALL Cluster Definitions & Unlocked v & 1

Node Role DS State Conns Archive Repl. State applied relative Seqno minStored maxStored pipelineSource Dataserver ~Actions
e db16-demo.continuent.com relay «ONLINE 0/3 - ONLINE 0.352 0.378 1341 0 1344 thls:/db13-demo.continuent.com:2112/ ONLINE Qv
e db17-demo.continuent.com  replica ¢ ONLINE 0/0 - ONLINE 0.39 039 1451 0 1455  this/db16-demo.continuent.com:2112/  ONLINE &+
i db18-demo.continuent.com  replica « ONLINE 0/3 - ONLINE 1.002 1.034 1436 0 1438  this://db16-demo.continuent.com:2112/  ONLINE Qv
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Figure 11.4. Tungsten Dashboard Edit Settings Form

- Tungsten Dashboard | v1.0.9-62

Tu ngsten Dashboard’ Clustersv Toolsv 4 & & © All Clusters
All Clusters ° o o Filter by name Filter Clear Clear & Go
o on ¢ USSR NI, 080 | OF | OB | @ | $E 40| @
Tungsten Dashboard Settings

If you wish the field to be blank, please click the Null radio to the right of it. If you want the default to be used, click the Default radio.
Setting Value Field - Null - Default
e Customer Name Fabulous Customer, Inc. <0 00 =
3} Window Title Tungsten Dashboard | v[VERSION]] < Q@ 2o
Setting Value (current setting shaded) Default
(5} Auto-Refresh Rate off Off
() Auto-Lock AllI? O Yes No Yes
(5 ) Auto-Lock Heartbeat? Yes © No No
() Auto-Unlock All? Yes © No No
e Auto-Unlock Heartbeat? Yes © No No
@ Disable Configuration Display? Yes © No No
e Disable Fancy Tooltips? Yes O No No
e Enable Auto-Configuration? Yes © No No
© Enable Dashboard Debug Mode? © Yes No No
e Expanded Cluster View? © Yes No No
(i) Jump to Top on Message? Yes © No Yes
e Message Close Delay off Off
(i) Nav Button Format icon, Text [ Icon, Text
(5 ) Tab Update Rate off 30 sec.
(5 ) Using HA Proxy? Yes © No No
(3 ) Enable Expert Mode? Yes © No No
(OKEVEN ® Close

¢ Update the desired settings then click the "Save" button to update the values on disk.
o Values are stored as single JSON text files in the {WeBrROOT}/settings.d/ subdirectory.
e You can manually edit the files in the {wWeBrooT}/settings.d/ subdirectory. The page will reflect the changes on disk when refreshed.
o Settings Order of Precedence:
1. Filesin settings.d
2. Settings in config.json

3. Coded defaults

The Edit Settings panel is also available by clicking the appropriate icon in the top tool bar.
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11.6. Define a Cluster

Version 1.0.9.  This feature was first introduced in Tungsten Dashboard version 1.0.9-61
Prior to version 1.0.9, all cluster definitions had to be located in the config.php file in the clusters stanza.
You may now configure cluster definitions by hand or via the GUI.
Important
I Using the GUI to define clusters is the recommended best practice as of version 1.0.9
A new configuration path {WeerooT}/conf.d can be populated with plain text files in JSON format, one per cluster.
Entries which functioned properly in the config.php file will work in the {WEBrooT}/conf.d files.

Both the Auto-Define Cluster and Define Cluster GUI worklflows create files in the {WeBrooT}/conf.d subdirectory.

11.6.1. Auto-Define a Cluster

Automatically Create the Configuration Definition Files for an Existing Cluster

Version 1.0.9.  This feature was first introduced in Tungsten Dashboard version 1.0.9-61

Figure 11.5. Tungsten Dashboard Auto-Define Menu Option

TungstenDashboard’ Custers - Ll * ¢ * ©

& Check for Dashboard Update _ Filter

#™ Send Dashboard Diagnostic

All Clusters # I 4 *

. a Last refresh (browser time): . Show Hide_ Expand
Refresh:5sec & (') yon Sep 14 2020 13:57:27 GMT-0400 (EDHRESZ DJele N 1= 1E o0 ®Btls  Dbeais YA
m © Help Panel
@ @ Status Policy v Type .
o ~
5 ‘{}* zeta Ready Automatic AP @ Continuent.com G Unlocked v | v
o
g G Log Out
w
> zeta/ @ Status Policy v Type P
g A alpha Ready Automatic JYUW: Configuration Tools & Unlocked v & v
Node Role DSState  Conns / Edit Configuration Settings btored  pipelineSource
@@ db13-demo.continuent.com primary «ONLINE 1/1 ® Display Configuration 09 /volumes/data/binlogs

i db14-demo.continuent.com replica «ONLINE 0/3

4 Auto-Define a Cluster
e db15-demo.continuent.com  replica «ONLINE 0/3

X Define a Cluster

oy CEEE Gl X Delete ALL Cluster Definitions =Rt R RER!

A beta FReady Automatic Passi

All Clusters

Clear

Clear & Go

Coll == Cl
Il

Dataserver Actions

ONLINE v

99  thls://db13-demo.continuent.com:2112/ ONLINE Qv
15 this://db13-demo.continuent.com:2112/ ONLINE ¥

Node Role DS State Conns Archive Repl. State applied relative Seqno minStored maxStored pipelineSource Dataserver Actions
e db16-demo.continuent.com relay «ONLINE 0/3 - ONLINE 0.352 0.378 1341 0 1344 thls://db13-demo.continuent.com:2112/ ONLINE Qv
e db17-demo.continuent.com  replica « ONLINE 0/0 - ONLINE 0.39 039 1451 0 1455  this://db16-demo.continuent.com:2112/  ONLINE £¥+v
e db18-demo.continuent.com replica « ONLINE 0/3 - ONLINE 1.002 1.034 1436 0 1438 this://db16-demo.continuent.com:2112/  ONLINE Qv
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Figure 11.6. Tungsten Dashboard Auto-Define a Cluster Form

- Tungsten Dashboard | v1.0.9-61

TungstenDashboard Clusters v Toolsv % & # @ All Clusters

All Clusters ° o o Filter by name Filter Clear Clear & Go

. Last refresh (server time): Reload Show Hide Expand Collapse - Clear
Auto-refresh: Off % ( ) Start © S ® Detals | QP Detals Al L Vi m

Wed, 16 Sep 2020 11:08:27 -0400 Expanded? <Al Nisgs

Auto-Define a Cluster
» Automatically Create the Configuration Files for an Existing Cluster

“Host Name ‘[ localhost 1 ‘

*Port Number { 8097

Service Name Alias
Prefix or Suffix
(Optional) -

Prefix ( Suffix © None

Please enter the appropriate host and port along with an optional prefix/suffix alias string,
then click the Proceed button to generate one or more cluster definitions.

® Close window

* Enter the appropriate host and port along with an optional prefix/suffix alias string, then click the Proceed button to generate one or more
cluster definitions.

e When you enter the "Service Name Alias Prefix or Suffix", this value gets added to the beginning or end of the actual service nhame found.

This is useful if you have more than one cluster defined with the same service name. The Dashboard requires a unique identifier in that
case. The addition of a prefix_ or _suffix is usually enough to uniquely identify that cluster.

40



Configure the Tungsten Dashboard

Figure 11.7. Tungsten Dashboard Auto-Define a Cluster Form Completed

Tungsten Dashboard | v1.0.9-61

TungstenDashboard’ Clustersv  Toolsv 4 & #» @ All Clusters
All Clusters ° o o Filter by name Filter Clear Clear & Go
Auto-refresh: Off 4 Lastrefresh (server time): Start ©  Reload o @ he Expand Collapse = Clear
: ¥ Wed, 16 Sep 2020 11:08:27 -0400 Expanded? =~ A! Details  Details ¥ Al 4 A D Msgs

Auto-Define a Cluster
» Automatically Create the Configuration Files for an Existing Cluster

SUCCESS: The Tungsten Dashboard auto-configuration has completed!
Please click here to get started!
The following services have been auto-configured: zeta, alpha, beta

"Host Name [ localhost

"Port Number [ 8090 [) Click to Add Another Cluster

Service Name Alias rod oF oroc
Prefix or Suffix | " P/0%- 9" PO
(Optional)

Prefix Suffix © None

e

Please enter the appropriate host and port along with an optional prefix/suffix alias string,
then click the Proceed button to generate one or more cluster definitions.

® Close window

¢ Once the auto-define finds and configures a cluster, the results will be displayed in green and the Proceed control button will be disabled.

e To easily add another cluster without leaving the form, simply click on the Refresh button to prime the form for another run.
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Figure 11.8. Tungsten Dashboard Auto-Define a Cluster Form after the Refresh button has been clicked

- Tungsten Dashboard | v1.0.9-61
TungstenDashboard Clusters v Toolsv % & #» @ All Clusters

All Clusters ° o o Filter by name Filter Clear Clear & Go

Auto-refresh: Off 4 Last refresh (server time):

Reload She Hid Expand Coll = Cl
Wed, 16 Sep 2020 11:08:27 -0400 g}(apr;ged? SA™ | Oocs | @ peaie AT A ATE e

Auto-Define a Cluster
» Automatically Create the Configuration Files for an Existing Cluster

AutoConfigure History
zeta, alpha, beta

"Host Name { localhost

*Port Number [ 8093

Service Name Alias
Prefix or Suffix
(Optional)

Prefix ) Suffix © None
Edit fields above as needed
and click Proceed Reload Close
to Add Another Cluster

Please enter the appropriate host and port along with an optional prefix/suffix alias string,
then click the Proceed button to generate one or more cluster definitions.

® Close window

o After clicking the refresh button, the previously-created cluster will be moved into the activity history and the port will be advanced to the
next available port.

¢ Edit the fields as needed, then click the enabled Proceed button again.

¢ Click Reload to finish and see the resulting clusters!
11.6.2. Define a Cluster via GUI

Version 1.0.9.  This feature was first introduced in Tungsten Dashboard version 1.0.9-61
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Figure 11.9. Define a Cluster Menu Option

TungstenDashboard Clusters v $ B » O All Clusters

AllCIUstarate & Check for Dashboard Update _ Filter | Clear
#™ Send Dashboard Diagnostic

Clear & Go

Refresh:5sec & (1) o SO0 o0 35757 MT-0400 (RSO e i ele o bk AR RO
m © Help Panel
@ ® Status Policy v Type o
o ~
2 A X zeta Ready  Automatic AP @ Continuent.com G Unlocked v & 1
o
r @ Log Out
w
= zeta/ @ Status Policy v Type ~
o A alpha Ready Automatic  ActivellTCEIREES & Unlocked v & d
Node Role DS State Conns )' Edlt Conflguratlon Settlngs Ptored pipelineSource Dataserver Actions
@ dbi3-demo.continuent.com primary <ONLINE 1/1 OB e EWAOTo giiTs V] ¢ ilo)y 09 /volumes/data/binlogs ONLINE ¥ v

e db14-demo.continuent.com  replica «ONLINE 0/3
e db15-demo.continuent.com  replica «ONLINE 0/3

99  this://db13-demo.continuent.com:2112/ ONLINE ¥+

4 Auto-Define a Cluster
15 thls://db13-demo.continuent.com:2112/ ONLINE Qv

X Define a Cluster

w
2 zeta/ ® Status Policy v Type - ~

g . beta Ready IR Passi ¥ Delete ALL Cluster Definitions [JRU e CRRES, 1

Node Role DS State Conns Archive Repl. State applied relative Seqno minStored maxStored pipelineSource Dataserver ~Actions
e db16-demo.continuent.com relay «ONLINE 0/3 - ONLINE 0.352 0.378 1341 0 1344 thls:/db13-demo.continuent.com:2112/ ONLINE Qv
e db17-demo.continuent.com  replica ¢ ONLINE 0/0 - ONLINE 0.39 0.39 1451 0 1455  this:/db16-demo.continuent.com:2112/  ONLINE £Xv
i db18-demo.continuent.com  replica « ONLINE 0/3 - ONLINE 1.002 1.034 1436 0 1438 this://db16-demo.continuent.com:2112/ ONLINE Qv

¢ You may choose to define a cluster manually.
* This form will allow you to create cluster definitions in the {wesrooT}/conf.d/ subdirectory, one JSON text file per cluster defined.
¢ You must complete this form once for each cluster to add if you are not using auto-define. If you have a composite cluster with two mem-

ber clusters, that would imply a total of three definition files, one for the parent composite cluster, and one for each of the member clus-
ters.
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Figure 11.10. Define a Cluster Form

Define a Cluster
» Add an Existing Cluster to the Configuration

"Service Name
A unique Dashboard-specific alias, as opposed to the Manager's dataservice name seen in cctrl, which should be entered in the Actual Service Name field below. Use the
dataservice name here if it is unique and also leave the Actual Service Name field below blank.

.e. global_prod

"Host Name

i.e. localhost

“Port Number

i.e. 8090

Actual Service Name (as seen in cctrl)

i.e. global

“Cluster Type

© Standalone Cluster
Composite Parent Cluster - list the Composite Child Service Names below:

i.e. east_prod,west_prod

Composite Child Cluster - enter the Composite Parent Service Name below:

i.e. global_prod

Add Close

® Close window

o Service Name

A unique Dashboard-specific alias, as opposed to the Manager's dataservice name seen in cctrl, which should be entered in the Actual Ser-
vice Name field below. Use the dataservice name here if it is unique and also leave the Actual Service Name field blank.

o Actual Service Name

The configured service name as seen in cctrl and trepctl.
e Composite Parent Cluster

Enter the Composite Child Service Names. Use the Dashboard unique alias, not the actual service name.
e Composite Child Cluster

Enter the Composite Parent Service Name. Use the Dashboard unique alias, not the actual service name.

11.6.3. Delete All Cluster Definitions

Version 1.0.9.  This feature was first introduced in Tungsten Dashboard version 1.0.9-61
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Figure 11.11. Tungsten Dashboard Delete All Cluster Definitions Menu Option

TungstenDashboard Clusters v $ B » O All Clusters

AllCIUstarate & Check for Dashboard Update _ Filter | Clear
#™ Send Dashboard Diagnostic

Clear & Go

Refresh:5sec & (1) o SO0 o0 35757 MT-0400 (RSO e i ele o bk AR RO
m © Help Panel
@ ® Status Policy v Type o
o ~
2 A X zeta Ready  Automatic AP @ Continuent.com G Unlocked v & 1
o
r @ Log Out
w
= zeta/ @ Status Policy v Type ~
o A alpha Ready Automatic  ActivellTCEIREES & Unlocked v & d
Node Role DS State Conns )' Edlt Conflguratlon Settlngs Ptored pipelineSource Dataserver Actions
@ dbi3-demo.continuent.com primary <ONLINE 1/1 OB e EWAOTo giiTs V] ¢ ilo)y 09 /volumes/data/binlogs ONLINE ¥ v

e db14-demo.continuent.com  replica «ONLINE 0/3
e db15-demo.continuent.com  replica «ONLINE 0/3

99  this://db13-demo.continuent.com:2112/ ONLINE ¥+

4 Auto-Define a Cluster
15 thls://db13-demo.continuent.com:2112/ ONLINE Qv

X Define a Cluster

w
2 zeta/ ® Status Policy v Type - ~

g . beta Ready IR Passi ¥ Delete ALL Cluster Definitions JRU e CRERES, 1

Node Role DS State Conns Archive Repl. State applied relative Seqno minStored maxStored pipelineSource Dataserver ~Actions
e db16-demo.continuent.com relay «ONLINE 0/3 - ONLINE 0.352 0.378 1341 0 1344 thls:/db13-demo.continuent.com:2112/ ONLINE Qv
e db17-demo.continuent.com  replica ¢ ONLINE 0/0 - ONLINE 0.39 0.39 1451 0 1455  this:/db16-demo.continuent.com:2112/  ONLINE £Xv
i db18-demo.continuent.com  replica « ONLINE 0/3 - ONLINE 1.002 1.034 1436 0 1438 this://db16-demo.continuent.com:2112/ ONLINE Qv

¢ There are two confirmation prompts before the definitions are removed.
* Once removed, this action cannot be undone. You will have to re-create the definitions.

¢ Only definitions that are stored as single JSON files in the {WEBROOT}/conf.d/ subdirectory will be deleted. Clusters defined in the config.php file
will not be removed.
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Figure 11.12. Tungsten Dashboard Delete All Cluster Definitions First Confirmation Prompt

- Tungsten Dashboard | v1.0.9-62

Are you REALLY REALLY sure you want to delete ALL cluster
definitions not in config.php? This action CANNOT be
undone.

Cancel OK

Figure 11.13. Tungsten Dashboard Delete All Cluster Definitions Second Confirmation Prompt

- Tungsten Dashboard | v1.0.9-62

Are you sure you want to delete ALL cluster definitions not in
config.php? This action CANNOT be undone.

Cancel OK
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Figure 11.14. Tungsten Dashboard Delete All Cluster Definitions Success

-~ Tungsten Dashboard | v1.0.9-62

7,

TungstenDa’shb‘bard" Clustersv  Tools~ # & #» @ All Clusters

AllClusters @ | =l o Not Ready o Filter by name Filter Clear Clear & Go

Last refresh time): i =
Autoretresh; Off 4 Lestraresn canertmey, 0fnl,, O oBi ol FT 49 @y

SUCCESS: Deleted All configuration files in /volumes/data/www/dashboard/html/conf.d
Files deleted:
alpha.json
beta.json
zeta.json

11.6.4. Cluster Definition Configuration Examples

This is @ sample standalone cluster configuration from config. json:

This is a sample composite cluster configuration from config. json (either active/passive or active/active):




Chapter 12. Access the Tungsten Dashboard GUI via a browser

Access the Tungsten Dashboard GUI via a browser:

Browser URL:

48



Chapter 13. Tungsten Dashboard User Interface

This section describes all of the features and functionality available in our browser-based Graphical User Interface.

13.1. Tungsten Dashboard User Interface Overview

Below is a sample of how the Dashboard would look for a Composite cluster called world with two 3-node member clusters, called east and

west:

Figure 13.1. Tungsten Dashboard User Interface

Clusters « Tools ~ Help

® A| | C | usters Refresh: 300 sec j Reload Hide all details Show all details Collapse all 1 Expandall | Clear Msgs

@ g ﬂ world ;.Rcady :;‘Jiﬁllv'ull- C;mposwte 2/253]0 ﬁv & Unlocked v S
b
® H b A woweast Sfusdy Aomatc. G oz abl v & Unlocked v &
@ dbl relay o ONLINE 0/3 - ONLINE 0.202 0.244 116394172 114503817 116394175 thl://db4:2112/ ONLINE #v
g db2 slave @ ONLINE o/0 - ONLINE 0.227 0.246 116394172 114503817 116394172 thl://db1:2112/ ONLINE QV
@ g db3 slave @ ONLINE 0/0 - ONLINE 0.237 0.253 116394172 114503817 116394175  thl://dbl1:2112/ ONLINE ¢V
= i.i world/wWest ‘.;I..li.eady i:;\.n:..u; l.\:'i‘;;ler 2/25U280 d:);;” - 'ﬂ" & Unlocked v o
¥ Repl. Sta ]
@ g db4  master e ONLINE 2/2527 - ONLINE 0.095 0.105 116394170 114503817 116394171 /var/lib/mysql ONLINE -n' v
g db5 slave @ ONLINE 0/1 = ONLINE 1.063 1.105 116394167 114503817 116394171  thi://db4:2112/ ONLINE a v
db6  witness @ ONLINE @ @ £

tinuent Ltd Back to top 1

5

1. Navigation Bar One

2. Navigation Bar Two

3. Navigation Bar Three

4. Example Composite cluster parent world summary row with controls
5. Example Composite cluster member east summary row with controls
6. Example cluster relay node db1 summary row with controls

7. Example cluster Replica node db3 summary row with controls

8. Example Composite cluster member west summary row with controls
9. Example cluster Primary node dba summary row with controls

10. Example cluster witness node dbs summary row with controls

1. Footer with copyright, back-to-top link, visit count and session id
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13.2. Dashboard Navigation Bar One

Nav Bar One is the first horizontal bar across the top of the window.

Figure 13.2. Example Navigation Bar One

Clusters v Tools v Help

3 @

1. Logo and site title - click either to return to the home page (full page load)

2. Clusters menu - All clusters configured will be displayed in a hierachical view. Click on any onw to limit the view to that cluster. If you se-
lect a Composite cluster, the parent and all member clusters will show.

3. Tools menu - various links to outside resources. Custom links may be added here via the config. json file in the web root directory.

4. Help feature - click to reveal helpful information.

13.3. Dashboard Navigation Bar Two

Nav Bar Two is the second horizontal bar across the top of the window.

Figure 13.3. Example Navigation Bar Two

All Clusters 3

The badges for "Policy Not Auto" and "Not Ready" tabs are auto-updated via AJAX every 30 seconds independently of the Auto-Refresh set-
ting on Navigation Bar Two.

1. All Clusters Tab - click to see all available clusters, same as clicking logo and site title (full page load)
2. Policy Not Auto Tab - click to see all only those clusters where the policy is set to other than avromaric
3. Not Ready Tab - click to see only clusters that are not in the Ready state

4, Filtering feature - enter a value to search for in the cluster name. The search is case in-sensitive and has automatic wildcards on both
sides of the string. Click on the Clear button to empty out the filter field.

13.4. Dashboard Navigation Bar Three

Nav Bar Three is the third horizontal bar across the top of the window.

Figure 13.4. Example Navigation Bar Three

A| | C | us te rs @ ® Refresh: 300 sec j Reload Hide all details Show all details Collapse all 1 Expandall | Clear Msgs

1. Content title - shows current view or filter in use

2. Auto-refresh feature - select a refresh rate of 0 (off}, 5, 10, 30, 60, 120 or 300 seconds. This will enable AJAX-based reloads of the clusters
in the content section without reloading the entire page. Look for the spinner in the refresh button per cluster when the refresh is trig-
gered.

3. Reload button - same as clicking the top logo (full page load)

4. Hide All Details button - each database node is expandable to display all available details. This button closes them all.

5. Show All Details button - each database node is expandable to display all available details. This button opens them all.

6. Collapse All button - each Composite cluster is expandable to display all available node rows. This button closes them all.
7. Expand All button - each Composite cluster is expandable to display all available node rows. This button opens them all.

8. Clear Messages button - dismiss all messages that are showing at the top of the screen.
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13.5. Dashboard Composite Parent Row

A composite Parent row contains controls for the entire Composite cluster.

Figure 13.5. Example Composite Parent Row

8.

9.

: 5[41J5® Policy » ® Type @ Connections ® e o
: ﬂ world @ ® Ready  Automatic Composite 2/25310 @av & Unlocked ~ e - @

Cluster type composite vertical tag, resource icon and parent cluster name
Composite cluster status. The color will change based on the status. Status will be one of: Ready, Warning, or Error
Cluster Policy. One of: automatic, maInTenance or mrxeo. There is a state-sensitive dropdown menu to allow the Policy to be changed.

Cluster type - one of: Standalone, Composite Active/Active (CAA) or Composite Active/Passive (CAP). Standalone has no composite
child clusters. This field is a duplicate of the vertical tag at the start of field (1), above.

Connections - display the total number of active connections from all Connectors to all nodes in this specific cluster. If you hover over
the info icon, you can see the full breakdown by node.

Composite actions dropdown menu - these are the same commands available when using cctrl -multi followed by use {composite_ser-
vice_name_here}, i.e.:

shell>
[LOGICAL] / >
[LOGICAL] /world >

» Heartbeat (actually cluster heartbeat)

e Recover

¢ Switch - only available for CMS clusters

¢ Failover - only available for CMS clusters

Locking status text and icon with dropdown menu to allow lock control.
Important

Under normal circumstances, you should not need to get a lock, since all operations automatically attempt to
obtain a lock for efficiency purposes.

Refresh button - triggers an AJAX refresh of the parent cluster and all member clusters including all node rows. (no page load)

Collapse all in Composite cluster - hide node rows for all member clusters in this Composite.

13.6. Dashboard Composite Member Rows

A composite member row contains controls for all nodes in the member cluster.

Member clusters may have either the Active or Passive role.

There will be only one Active member cluster and any number of Passive member clusters.

Figure 13.6. Example Composite Member Rows

MASTER

1.

2.

Status Policy + Type Connections Coordinator T -
- A word/west ® Ready  Automatic Master 2/25280 db4 L 3 & Unlocked v = .
Status Policy » Type Connections Coordinator ~ "
L A wora/east ® Ready  Automatic Slave 0/30 dbl £+ & Unlocked v =

Cluster type vertical tag (primary Or replica), member cluster right-arrow indicator and cluster resource icon

Cluster parent service name followed by the cluster service name
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Tungsten Dashboard User Interface

3. Composite member cluster status. The color will change based on the status. Status will be one of: Ready, Warning, or Error
4. Cluster Policy. One of: auromatic, maintenance or mixeo. There is a state-sensitive dropdown menu to allow the Policy to be changed.

5. Cluster type - one of: Standalone, Composite, Active or Passive. Active and Passive both imply Composite membership. Standalone has
no composite membership. This field is a duplicate of the vertical tag at the start of field (1), above.

6. Connections - display the total number of active connections from all Connectors to all nodes in the entire Composite cluster. If you
hover over the info icon, you can see the full breakdown by node.

7. Coordinator - display the host which currently has the coordinator role for the member cluster. Every cluster designates one of the Tung-
sten Managers in the cluster as the coordinator and it is this Manager that will be responsible for taking action, if action is required, to re-
cover the cluster's database resources to the most highly available state possible.

8. Cluster actions dropdown menu - there are three distinct types of choices in this dropdown menu
o Ul-Specific

¢ Toggle Details - show or hide the node details for all nodes in the member cluster

e Cluster-level commands

These are the same commands available when using cctrl, i.e.:

shell>
[LOGICAL] /east >

Note

I The cluster service name displayed will be the service name of the node you are logged into.

Heartbeat

Recover

Switch

Failover

Composite datasource-level commands

These are the same commands available when using cctrl -multi followed by use {composite_service_name_here}, i.e.:

shell>
[LOGICAL] / >
[LOGICAL] /world >

Here are some individual examples:

[LOGICAL] /world >
[LOGICAL] /world >
[LOGICAL] /world >

e Recover
e Welcome
¢ Online
o Offline
e Shun
e Promote - this is the same as doing a switch to {cluster_member_service_here}
o Fail
9. Locking status text and icon with dropdown menu to allow lock control.
Important

Under normal circumstances, you should not need to get a lock, since all operations automatically attempt to
in a lock for efficiency purposes.
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10. Refresh - triggers an AJAX refresh of that member cluster only (no page load)

1. Collapse - hide the node rows for that member cluster only

13.7. Dashboard Composite Member Node Rows

A node row contains controls for that one specific cluster node.

Cluster nodes may have one of the following roles: Primary, Replica, Witness or Standby. Composite member cluster nodes may also have
the Relay role.

For any cluster, there will be only one Primary/Relay cluster node and any number of Replica nodes.
A Cluster Primary node is assigned the special role of Relay when it is part of a Composite Passive cluster.

Active witness nodes do not have a database and therefore do not run a replicator. Passive witness nodes do not appear because they have
no Manager process running.

Figure 13.7. Example Composite Member Node Rows

g dbl relay «ONLINE 0/3 - ONLINE 0.202 0.244 116394172 114503817 116394175 thl://db4:2112/ ONLINE ﬁv

@ db2  slave ®ONUNE  0/0 - ONLUNE 0227 0.246 116394172 114503817 116394172  thl://db1:2112/ ONLNE £+
@ b3  slave ®ONUNE  0/0 - ONLINE 0.237 0.253 116394172 114503817 116394175  thl://db1:2112/ ONUNE  £v
@ db4  master e ONLINE 2/2527 - ONLINE 0.095 0.105 116394170 114503817 116394171 /var/lib/mysql  ONLINE £~
@ db5  siave e ONLUNE 01 - ONLINE 1063 1105 116394167 114503817 116394171 thl://db4:2112/ ~ ONLNE £+
@ b6 witness o ONLINE @ Q F e 32

¢ Node - the hostname of the server

¢ Role - one of Primary, Relay, Replica, Standby or Witness

DS State - DataSource state can be onLInE, oFrLINE, SHUNNED or FAILED. There may be other, less-used values.
e Conns - number of active connections / total number of connections created since last restart

Archive - has Archive mode been enabled? See Mark a Datasource as Archive for more information.

Repl. State - the state of the Replicator process, one of: onLINE, oFFLINE Or ERROR

applied - the appliedLatency value, which is how long it took to actually get the event either extracted from the Primaries binary logs or ap-
plied into the Replicas target database

relative - the relativeLatency value, which is how long it has been since we performed an action

e Seqno - the appliediastSegno value

minStored - the minimunstoredsegno value, which is the sequence number of the oldest event stored in the THL

maxStored - the maximunstoredsegio value, which is the sequence number of the latest event to be stored in the THL

pipelineSource - the protocol, host and port where the replicator is pulling THL from

Dataserver - the state of the database server, one of onLINE, oFFLINE Of UNKNOWN

Actions - the node-specifc commands dropdown menu. There are four distinct types of choices in this dropdown menu.
o Ul-Specific

¢ For all nodes that have a running Replicator, the installed Tungsten version will be the first item visible.

¢ Toggle Details - show or hide the node details for that specific node

e DataSource (Node-level)] Commands
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These are the same commands available when using cctrl, i.e.:

shell>
[LOGICAL] /east >

Note

I The cluster service name displayed will be the service name of the node you are logged into.

Recover

Welcome
* Offline - only appears if the DataSource is in the onLINE state
e Online - only appears if the DataSource is in the ofrLINE State

e Fail

Replicator-specific DataSource (Node-level) Commands

These are the same commands available when using cctrl, i.e.:

shell>
[LOGICAL] /east >

Here are some individual examples:

[LOGICAL] /world >
[LOGICAL] /world >

o Offline - only appears if the Replicator is in the onLINE State

¢ Online - only appears if the Replicator is in the orrLINE State

Replica-specific DataSource ([Node-level) Commands
Important

These are commands are ONLY available on a node with the Replica or Standby roles. Nodes with either Prima-
ry, Relay or Witness roles will not display the Replica-specific menu options.

These are the same commands available when using cctrl, i.e.:

shell>
[LOGICAL] /east >

Here are some individual examples:

[LOGICAL] /world >
[LOGICAL] /world >
[LOGICAL] /world >

e Backup

e Restore

e Shun

e Enable Standby
* Disable Standby

e Promote - this is the same as doing a switch to {node_hostname_here}

13.8. Dashboard Standalone Cluster

All of the controls and information are the same for Standalone clusters and nodes as they are for Composite with the following exceptions:
¢ A Standalone Cluster is not part of a Composite.

o There will be no Composite commands in the service-level dropdown menu.
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Figure 13.8. Example Standalone Cluster

Status Policy

2 north

g
=
)
2
£

Type

Connections

Coordinator

®Ready  Automatic Standalone  2/5@ dbl L & Unlocked ~ (7
Node Role DS State Comns  Archive  Repl. State applied relative  Segno minStored maxStored pipelineSource Dataserver
g dbl  master e ONLINE 2/5 - ONLINE 0.396 0.4 131878022 130023799 131878022 /var/lib/mysql ONLINE
db2 slave ® ONLINE 0/0 ONLINE 0.398 0.403 131878010 130023799 131878018  thl://db1:2112/ ONLINE
g db3 slave ® ONLINE 0/0 ONLINE 0.424 0.445 131878018 130023799 131878028  thl://dbl1:2112/ ONLINE
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Chapter 14. Send a Dashboard Diagnostic to Support

Upload a Dashboard Diagnostic Package to Continuent Support

Version 1.0.9.

This feature was first introduced in Tungsten Dashboard version 1.0.9-61

Figure 14.1. Tungsten Dashboard Send Diagnostic Menu Option

TungstenDashboard Clusters v IRLLERG # & #» © All Clusters

All Clusters

Refresh:5sec 4 (')

composITE|
z NG
2
&

,{}, zeta

& Check for Dashboard Update _ Filter | Clear | Clear& Go
#™ Send Dashboard Diagnostic

Last refresh (browser time): . Show Hide_ Expand Collapse == Clear
Mon Sep 14 2020 13:57:27 GMT-0400 (EDM o BleYe b33 (=1 g\ e=1iTe]4) ®Beias @ Detals Al 4 A 0 Msgs

© Help Panel

@ Status Policy v Type

i ~
Ready Automatic AP @ Continuent.com g Unlocked v © T

G Log Out

zeta/ @ Status Policy v Type P
A alpha Ready Automatic  ActivelS-TCCRCEN & Unlocked v & v
Role DSState  Comns / Edit Configuration Settings btored  pipelineSource Dataserver Actions
@@ dbi3-demo.continuent.com primary «ONLINE 1/1 ® Display Configuration Nvolumes/data/binlogs ONLINE v

i db14-demo.continuent.com replica «ONLINE 0/3
e db15-demo.continuent.com  replica «ONLINE 0/3

thls://db13-demo.continuent.com:2112/ ONLINE Qv
this://db13-demo.continuent.com:2112/ ONLINE ¥+

4 Auto-Define a Cluster

X Define a Cluster

w

g '

g zeta/ ® Status Policy v Type T ~

g A beta Heady  Automatic  Pass ¥ Delete ALL Cluster Definitions [=RUe e R~ RRE

Node Role DS State Conns Archive Repl. State applied relative Seqno minStored maxStored pipelineSource Dataserver Actions
e db16-demo.continuent.com relay «ONLINE 0/3 - ONLINE 0.352 0.378 1341 0 1344 thls://db13-demo.continuent.com:2112/ ONLINE Qv
e db17-demo.continuent.com  replica « ONLINE 0/0 - ONLINE 0.39 039 1451 0 1455  this://db16-demo.continuent.com:2112/  ONLINE £X+v
e db18-demo.continuent.com  replica ¢ ONLINE 0/3 - ONLINE 1.002 1.034 1436 0 1438  thls://db16-demo.continuent.com:2112/  ONLINE Qv
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Figure 14.2. Tungsten Dashboard Send Diagnostic Form

~ Tungsten Dashboard | v1.0.9-62

TU ngsten Dash boa rd Clusters v Tools v 4 Eed ”» (2] All Clusters
All Clusters o o o Filter by name Filter Clear Clear & Go
Auto-refresh: Off 4 Last refresh (server time): m Start (4] ~ Reload ® %2?;«'3 G) Biedl:ils 3 iﬁpand 'S gl?llapse '[ITII' hCﬂI:ga;

Thu, 17 Sep 2020 11:18:24 -0400 Expanded? ~A!

Tungsten Dashboard Diagnostic Upload

Please enter a Case number, Customer name, or both:
9999 Case Number

Fabulous Customer, Inc. Customer Name

Are you sure you wish to upload the below
dashboard configuration to Continuent support?

Dashboard JSON Configuration

{
"clusters": {

"alpha": {
"host": "localhost",
"port": 8096,
"member0f": "zeta"

},

"beta": {
"host": "localhost",
"port": 8096,

o Enter the appropriate case number and customer name then click the "Yes, Upload" button to send the diagnostic to Support.

¢ The diagnostic contains the JSON configuration of the dashboard.

This JSON text is uploaded to Continuent Support's protected AWS bucket. No other customer has access to this location, it is upload-only.

* The Diagnostic feature is also available by clicking the appropriate icon in the top tool bar.
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Figure 14.3. Tungsten Dashboard Send Diagnostic Success

- Tungsten Dashboard | v1.0.9-62

™ . v h
Tu ngsten Dashboard Clusters Tools y & & O All Clusters
Auto-refresh: Off ¢ Lastrsfiesh cevertime). S0 o SH ofm e, ET 4ET §iE
H H Close window ®
Tungsten Dashboard Diagnostic Upload
9999 Case Number
Fabulous Customer, Inc. Customer Name

Uploaded OK!

Dashboard JSON Configuration

SUCCESS: Tungsten Dashboard diag file 20200917123059-9999-Fabulous Customer, Inc.-dashboard-diag-config.txt
uploaded ok!

Close window ®

If you do not have the proper upload-specific access and secret keys configured, you would see an error like this:
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Figure 14.4. Tungsten Dashboard Send Diagnostic Failure Due to Missing Keys

N luster. Tool ”»n
TungstenDashboard Clustersv Toolsv 4 & & O All Clusters
All Clusters o o o
Auto-refresh; Off ¢ Lastrofiesh sonvertmey g0 o SHY o o YT ART0 @hg

Tungsten Dashboard Diagnostic Upload

Please enter a Case number, Customer name, or both:
9999 Case Number

Demo Customer Name

Are you sure you wish to upload the below
dashboard configuration to Continuent support?

CFALED | © o carol

Dashboard JSON Configuration

{
"clusters": {

"alpha": {
"host": "localhost",
"port": 8096,
"member0f": "zeta"

Y,

"beta": {
"host": "localhost",
"port": 8096,

.....................

ERROR: Tungsten Dashboard diag failed - uploadAccessKey missing, uploadSecretKey missing

ndow ®
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Chapter 15. Monitoring Tungsten Clusters Using Prometheus and
Grafana

Tungsten Dashboard has introduced basic support for using Prometheus and Grafana to monitor Tungsten Clusters. As of Tungsten Cluster-
ing software v6.1.4, key Prometheus exporters have been added to the distribution. These exporters will allow a Prometheus server to gather
metrics for:

¢ the MySQL server and the underlying node "hardware" using external binaries added to the distribution
* the Tungsten Manager, Replicator and Connector using new built-in functionality
A new script has been included to assist with the management and testing of the exporters called tmonitor.

To learn more about the tmonitor command and the included exporters, please visit Monitoring Status Using Prometheus Exporters for more
information.

IMPORTANT: To get the most benefit out of the exporters along with ensuring both ease of configuration and security,
Continuent requires that both the Prometheus and Grafana servers be installed onto the same instance hosting the Dash-
board web server when using the Prometheus and Grafana integration with Dashboard.

15.1. Monitoring Tungsten Clusters Using Prometheus

The below example procedure is designed to help you get Prometheus installed and working with the goal of monitoring Tungsten Clusters
through the Dashboard.

This section of the documentation is a summary guide for how to install an external software product, Prometheus. The usual caveats apply,
and as always, your mileage may vary.

For more information about getting started with Prometheus, please visit the Prometheus website at https://prometheus.io/docs/introduc-
tion/first_steps/

15.1.1. Example Prometheus Installation Procedure

First, download the tarball from https://prometheus.io/download/

Next, go to the install directory, normally /usr/1local, and extract the tarball. Complete the Prometheus software installation by creating a sym-
bolic link for convenience when upgrading.

shell>
shell>
shell>

In this step, create the Prometheus user and directories you will need, along with setting proper ownership. Be sure to modify the examples
to match your environment.

15.1.2. Example Prometheus Configuration Procedure

The below example shows three (3] 3-node clusters for a total of nine (9) nodes.
Each node has 5 available exporters (name:port) - node:9400, mysqld:9404, replicator:8091, manager:8092 and connector:8093.

Create anew or edit the existing Prometheus configuration file, normally /usr/local/prometheus/prometheus.yml, and adjust the file to match your
specific needs.

shell>
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15.1.3. Example Prometheus Boot Configuration Procedures

¢ init.d-based procedure

Create the prometheus boot script for init.d:

shell>




Monitoring Tungsten Clusters Us-
ing Prometheus and Grafana

Enable the prometheus service to start at boot time via chkconfig, and then start it using service:

systemd-based procedure

Create the prometheus.service boot script for systemd:

shell>

Use systemctl to reload the boot config, enable the prometheus service to start at boot time, and then start Prometheus:

shell>
shell>
shell>

15.1.4. Example Prometheus Test Procedure

Once the Prometheus server has been started, you may test that it is running via browser URL http://{yourServer}:9090/graph
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Prometheus may now be enabled in the Tungsten Dashboard one of two ways, either via the browser Dashboard settings panel or manual-
ly by editing the config. json file in the Dashboard WEBROQOT directory. Add the configuration option "enableprometheus":1 and refresh the Dash-
board page in the browser to see the additional button in the top navigation bar.

For more information about next steps with Prometheus, please visit the Prometheus website at https://prometheus.io/docs/introduc-
tion/first_steps/

15.2. Monitoring Tungsten Clusters Using Grafana

The below example procedure is designed to help you get Grafana installed and working with the goal of monitoring Tungsten Clusters
through the Dashboard.

This section of the documentation is a summary guide for how to install an external software product, Grafana. The usual caveats apply, and
as always, your mileage may vary.

For more information about getting started with Grafana, please visit the Grafana website at https://grafana.com/docs/grafana/lat-
est/guides/getting_started/

15.2.1. Example Grafana Installation Procedure

This procedure example uses the YUM-based method. For other ways to install Grafana, please visit the Grafana install page at https://
grafana.com/docs/grafana/latest/installation/

First, create the YUM repository configuration file for Grafana:

shell>

Install Grafana using yum:

shell>

15.2.2. Example Grafana Configuration Procedure

REQUIRED STEP - Configure Embedding

In order to use the Grafana integration with the Tungsten Dashboard, one line needs to be added to the [security] stanza in the Grafana con-
figuration file (normally /etc/grafana/grafana.int). This setting is usually commented out and set to false, so just add a new line under the com-
mented one:

shell>

OPTIONAL STEP - Configure Anonymous Auth

The embedded Grafana panel will require a login and password. To disable this requirement, and allow the panels to be shown without
authentication via limited read-only access, add two lines under the [auth.anonymous] stanza in the Grafana configuration file (normally /etc/
grafana/grafana.ini). These settings are usually commented out, so just add the new lines under the commented ones:

shell>

OPTIONAL STEP - Configure HTTPS
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The embedded Grafana panel will be called on whatever transport is used to load the main Tungsten Dashboard page, i.e. http or https. To
configure Grafana to use https, add four lines to the [server] stanza in the Grafana configuration file [normally /etc/grafana/grafana.ini). These
settings are usually commented out, so just add the new lines under the commented ones:

shell>

Important

It is critical that the domain = value be the same FQDN as the one the Tungsten Dashboard web service answers to,
and that the same keys are in use.

Our example shows Let's Encrypt certificates that are shared with the Dashboard web server instance. For this to work, the permissions of the
key files must allow for Grafana to access them. Velow is an example of how you could allow access to the needed certificate files:

shell>
shell>

Please remember to restart Grafana when the certificates expire and get renewed!

Below is a sample Let's Encrypt command to get a cert for dashboard.yourdomain.com, assuming that there is real DNS for that domain, that
it resolves for the world, and that web server is reachable by the world:

shell>

Please remember to remove the --dry-run argument at the end and re-run to get the real certs!

All examples provided for convenience. As always, YMMV, and supporting Grafana and/or certificates is outside Continuent's scope.

15.2.3. Example Grafana Boot Configuration Procedure

The YUM-based install automatically creates the grafana user, along with the systend and init.d boot scripts. This means you do not have to
create the boot scripts by hand!

¢ init.d-based procedure

Enable the grafana-server service to start at boot time via chkconfig, and then start it using service:

o systemd-based procedure

Use systemctl to reload the boot config, enable the grafana-server service to start at boot time, and then start Grafana:

shell>
shell>

shell>

15.2.4. Example Grafana Test Procedure

Once the Grafana server has been started, you may test that it is running via browser URL http: //{yourServer}:3000

64



Monitoring Tungsten Clusters Us-
ing Prometheus and Grafana

Login as user admin With @ password of adnin, and please change the admin password when prompted to do so.

Grafana may now be added to the Dashboard via the config. json file in the Dashboard WEBROOT directory. Add the configuration option "en-
ableGrafana":1 and refresh the Dashboard page in the browser to see the additional button in the top navigation bar.

For more information about next steps with Grafana, please visit the Grafana website at https://grafana.com/docs/grafana/latest/guides/
getting_started/

15.2.5. Example Grafana Setup and Usage

Once logged into the Grafana server as admin, you may configure a data source and import the dashboards.
o Create a data source using Prometheus

Click the Configuration cog on the left nav bar, then click "Add data source", Choose prometheus, then add 'http://localhost:9090' to the
HTTP URL field, then click Save & Test at the bottom. This should create a new data source named 'Prometheus for use a few steps below.

e Optional Step: Import the Included Prometheus and Grafana Dashboards
If you want to use the built-in metrics for Prometheus and/or Grafana, import the included dashboards as desired.

Click on the Dashboards Tab in the center window to the right of the Settings Tab, then click on the blue Import button for each of
Prometheus Stats, Prometheus 2.0 Stats and Grafana metrics.

e Import the Continuent Tungsten Dashboard

Hover over the Dashboards icon in the left nav bar, then select Manage from the sub-menu. Click the Import link to the right of the green
New Dashboard button.

In the Grafana.com Dashboard field, enter 12760 for the Continuent Tungsten dashboard, then click Load.

Select the Prometheus data source, then click the green Import button.

If you have Prometheus setup correctly and running, you should see results instantly.

Save this Dashboard by clicking the 3.5 inch floppy icon in the upper-right corner, then click the green Save button.

Click the star in the upper-right corner to make this dashboard a favorite. This makes finding the dashboard MUCH easier.
¢ Import the Node Exporter Full Dashboard

Hover over the Dashboards icon in the left nav bar, then select Manage from the sub-menu. Click the Import link to the right of the green
New Dashboard button.

In the Grafana.com Dashboard field, enter 1860 for the Node Exporter Full dashboard, then click Load.

Select the Prometheus data source, then click the green Import button.

If you have Prometheus setup correctly and running, you should see results instantly.

Save this Dashboard by clicking the 3.5 inch floppy icon in the upper-right corner, then click the green Save button.

Click the star in the upper-right corner to make this dashboard a favorite. This makes finding the dashboard MUCH easier.
¢ Import the Percona MySQL Dashboard

Hover over the Dashboards icon in the left nav bar, then select Manage from the sub-menu. Click the Import link to the right of the green
New Dashboard button.

In the Grafana.com Dashboard field, enter 7362 for the Percona MySQL dashboard, then click Load.

Select the Prometheus data source, then click the green Import button.

If you have Prometheus setup correctly and running, you should see results instantly.

Save this Dashboard by clicking the 3.5 inch floppy icon in the upper-right corner, then click the green Save button.

Click the star in the upper-right corner to make this dashboard a favorite. This makes finding the dashboard MUCH easier.

For more information about next steps with Grafana, please visit the Grafana website at https://grafana.com/docs/grafana/latest/guides/
getting_started/
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Appendix A. Dashboard Frequently Asked Questions (FAQ]

The following details information should be considered when using the Tungsten Dashboard:

o A DS state of onLINE when the node role is Witness means that the manager is online only. An Active Witness node will never be a live
DataSource because it has no database and no replicator.

¢ Passive Witness nodes will NOT appear because they have no running Manager/API.

* The Tab Menu Badges for Policy Not Auto and Not Ready auto-refresh via AJAX every 30 seconds independently of the main Auto-refresh
Setting.

e The Show All Details button is useful when used with the native browser search.
o All operations will attempt to obtain a lock automatically.

o An auto-lock request will fail if the resource is already locked.

e Composite and Cluster Status may be one of: Ready, Warning or Error.

e For a Composite to be other than Ready, a Member cluster must be orrLInNE or FaILED from the Composite view. A single failed node will
NOT change the Composite Status.

¢ There is no impact on the Manager API if security is enabled via --disable-security-controls=false.
e The Manager API calls are not encrypted with SSL by default.
¢ Filtering is only available with more than one cluster.

e Filtering is case-insensitive with automatic wildcards on both ends.
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Appendix B. Release Notes
B.1. Tungsten Dashboard 1.0.15 GA (14 February 2024)

Version End of Life. 14 February 2025

Tungsten Dashboard provides a web-based Ul for monitoring and managing Tungsten Clustering deployments.

Tungsten Dashboard v1.0.15 is a feature and bugfix release.

New Feature - Dashboard now checks to see if the pipelinesource on a replica is not pointing to the current primary and highlights the
pipelineSource with bold red if mismatched.

New Feature - now able to change the Auto-Configure host and port via Settings
Improvement - Dashboard now has Connector polling disabled by default to reduce manager load. Enable via the Settings panel.

Technical Details - automatically adds the ?includerouters=false flag to the end of calls to /api/v2/manager/cluster/status and /api/v2/manager/sta-
tus/service/{$service}

Improved Docker support.
Improved support for Distributed Data Groups [DDG), including an added setting for enableDDGNodeColors.

Improvement - updated various wording to differentiate between the Auto-Define and Auto-Confgigure features. updates all copyrights to
2024

Improvement - Updates all copyrights to 2024.
BugFix - Primary definition corrected to exclude shunned or failed masters.
BugFix - Settings panel help broken when fancy tooltips were not enabled.

BugFix - Auto-Define now gets the proper security defaults when none are specified in the form.

B.2. Tungsten Dashboard 1.0.14 GA (11 April 2023)

Version End of Life. 11 April 2024

Tungsten Dashboard provides a web-based Ul for monitoring and managing Tungsten Clustering deployments.

Tungsten Dashboard v1.0.14 mainly provides support for jQuery 3.6.4 along with a new "Client Request Tracking" feature.

Upgraded to jQuery 3.6.4
Added new feature "Client Request Tracking" to log one line per client request call.

Improved formatting for the diagnostic upload result message.

B.3. Tungsten Dashboard 1.0.13 GA (31 January 2023)

Version End of Life. 31 January 2024

Tungsten Dashboard provides a web-based Ul for monitoring and managing Tungsten Clustering deployments.

Tungsten Dashboard v1.0.13 is a release for a single bugfix.

Fixed an auto-configure regression for composite clusters.

B.4. Tungsten Dashboard 1.0.12 GA (14 December 2022)

Version End of Life. 14 December 2023

Tungsten Dashboard provides a web-based Ul for monitoring and managing Tungsten Clustering deployments.

Tungsten Dashboard v1.0.12 mainly provides support for the new datasource drain feature in Tungsten Clustering v7.0.2, along with a few im-
provements and bugfixes.
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¢ The new datasource drain feature in Tungsten Clustering v7.0.2 is now supported in the Tungsten Dashboard node menus

There is a new,related setting called drainTineout Which controls the length of time to wait before closing the connection to a database
node from a Connector

¢ Changed managerPort setting default value to 8201 from 8091
¢ Updated the auto-refresh browser-specific timestamp display to fit better on the navbar

e Corrected a page reload issue

B.5. Tungsten Dashboard 1.0.11 GA (8 November 2022)

Version End of Life. 8 November 2023
Tungsten Dashboard provides a web-based Ul for monitoring and managing Tungsten Clustering deployments.
Tungsten Dashboard v1.0.11 provides a number of new features, improvements and bugfixes.
Cluster Configuration File Changes

* The config.php file has been updated to include a config. json file in the same subdirectory. If the config. json exists, the contents will be used
in place of any json configuration defined manually in the config.php file.

¢ The new best practice is to use only config. json, NOt config.php any longer.

o Since there is a new config.php file with this version, a new migration tool called upgrade_config.php has been included to easily install the new
config.php file while still maintaining all of your existing settings.

The upgrade_config.php cOmmand will create a new file called config. json containing all of the settings that used to be inside the config.php file.
Important
The upgrade_config.php tool should be NOT be RUN if the config. json file already exists!

The upgrade_config.php tool should be RUN ONLY ONCE!

COMPLETE ALL THE STANDARD UPGRADE STEPS FIRST!

shell>
For example:

Important
The upgrade_config.php tool should be NOT be RUN if the config. json file already exists!
The upgrade_config.php tool should be RUN ONLY ONCE!
New! Cluster Tagging and Filtering Feature
* You are now able to specify one or more tags per cluster in all cluster definition forms.
¢ You are now able to filter the cluster display by a tag from the top search bar.
Support for both v6/APIvl and v7/APIv2 clusters at the same time!
Support for per-cluster APl User and Password!

e You are now able to specify the API settings on a per-cluster basis (apiVersion, apiAuth, apiUser, apiPassword and apiSSL), allowing for
mixed APIvl and APIV2 clusters in the same Dashboard session, and clusters with different admin user/password pairs.

¢ In previous versions of the Tungsten Dashboard, the API Version, APl Authentication/User/Password and APl Encryption settings were glob-
al only. This meant that a version 6 cluster running APIvl and a version 7 cluster running APIv2 would not work at the same time in the same
Dashboard sessioa, nor would clusters with different API user/password pairs.

¢ The new configuration fields have been added to the display, add and edit cluster definition forms in all areas of the dashboard.

* The API settings for each cluster are now displayed upon hover over the cluster service name. Each option will also show if the value is de-
rived from the global default, or from a cluster-specific setting.
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¢ Expert mode now allows one-click toggling of global API authentication and SSL Encryption options in addition to the existing global API
version toggle.

New Display Options for the REACT Frontend GUI
e Two new settings have been added to the Tungsten Dashboard to support an improved GUI experience.
* Both of the new settings are available via the GUI (config.php options in parens):
o Display Style (displayStyle)
Specify which horizontal display method to use in the new REACT frontend (Fill Space or Compressed])
e Home Page (homepage)
Specify which page to display first in the new REACT frontend (Cluster, Dashboard or Metrics)
New Cluster Rename Behavior

e When changing a composite cluster parent name, the children are now updated with the new parent name. Previously, this was a manual
operation.

e when changing a composite cluster child name, the parent is now updated with the new child name. Previously, this was a manual opera-
tion.

New Tab Bar Behaviors for Improved Performance
¢ A new setting (enableTabs) has been added to the Tungsten Dashboard to control the Tab bar behavior.

o While getting the information to populate the Tab bar is a lightweight AJAX call, the actual data gathering in the backend is quite heavy,
and requires an API call to every cluster. This backend processing can cause slowdowns in response time for the Dashboard and is why
the new default is to have "dumb" Tabs and better performance.

¢ Now, by default, the Tab bar will operate in "dumb" mode, and will NOT display the quantity of nodes that are not in auromarrc mode, nor
the quantity of nodes that are in the not ready state. Also, the Tab refresh button will not appear either.

e Enabling Tabs in the Settings Panel restores the original behavior of displaying the counts and the refresh button.
Additional New Features of Note

¢ The Tungsten Dashboard now fully supports CAA clusters in v6!

* Added the ability to close windows using the Escape key, enabled by default. Disable in the Settings panel.

¢ Added a Copy To Clipboard button to all cluster configuration display windows.

o Added a refresh button to the missing cluster display box for convenience - no longer need to refresh the entire page
¢ In expert mode, there is a new heartbeat trigger button per cluster in old frontend

¢ Cleaned up error_log calls to make the log file as quiet as possible, and added new setting (enableVerbose] and the aassociated ver-
bose_log(] function.

* When RBAC is enabled, a logout link is now visible at the bottom center of the footer. Also improved footer messaging when RBAC is dis-
abled and/or basic auth is disabled.

e For both auto and manual cluster definition, if you create a Dashboard Service ID (service name) with hyphens, they will be converted to
underscores upon save due to the way Javascript handles id's with hyphens.

¢ When useHAProxy is enabled, the Manager Port will now be set to 8201 instead of 8091 to avoid port conflicts when installed directly on a
cluster node.

* The browser-specific date and time display for auto-refresh has been shortened to better fit on the navbar.

B.6. Tungsten Dashboard 1.0.10 GA (7 March 2022)

Version End of Life. 6 March 2023
Tungsten Dashboard provides a web-based Ul for monitoring and managing Tungsten Clustering deployments.
Tungsten Dashboard v1.0.10 provides a number of new features, improvements and bugfixes.

Prometheus and Grafana Integration
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¢ Two new settings have been added to the Tungsten Dashboard to support Prometheus and Grafana integration.
» Both of the new settings are available via the GUI (config.php options in parens):
e Enable Prometheus Integration (enablePrometheus)
Enable integration with Prometheus to display data in a new window.
e Enable Grafana Integration (enableGrafana)
Enable integration with Grafana to display graphs inside the Dashboard.
Configurable CURL Timeouts

e Two new settings have been added to the Tungsten Dashboard to help compensate for slow environmemnts where API calls may take
longer to complete.

Both of the new settings are available via the GUI (config.php options in parens):
e CURL GET Timeout (curlTimeoutGET)
The timeout used when curl connects to the Manager for a GET-specific API call, in seconds.
o CURL POST Timeout [curlTimeoutPOST)
The timeout used when curl connects to the Manager for a POST-specific API call, in seconds.
New Audit Trail Feature
¢ The ability to track all write API calls made has been added.
e There will be one audit file per day created in the auditDir (default: {WEBROOT}/audit.d).
¢ One line per write containing: timestamp, ipaddr, user, role and msg/action
e The new setting is partially available via the GUI (config.php options in parens):
o Enable Audit Trail (enableAudit)
Capture all POST API calls to a file in the {WEBROOT}/audit.d subdir like audit-{YYMMDD}.log
o Audit subdirectory name (auditDir] (NOT available via GUI)
The directory used to store the audit files (default: {WEBROOT}/audit.d)
New Notes-Per-Node Feature
e You can now store text on a per-node basis.
¢ There will be one note file per node created in the notesDir (default: {WEBROOT}/notes.d).
e The new setting is partially available via the GUI [config.php options in parens):
¢ Enable Per-Node Notes (enableNotes)
Turn on the notes per node feature to capture text to a file in the {WEBROOT}/notes.d subdir, named like {SERVICE}-{FQDN]}.txt
¢ Note Icon (noteGlyphicon) (NOT available via GUI)
Use noteGlyphicon to specify the note-per-node Glyphicon (default: comment).
* Notes subdirectory name (notesDir) (NOT available via GUI)
The directory used to store the note files (default: {WEBROOT}/notes.d)
New API URL Display Feature
¢ You can now enable the display of the back-end API call URLs for transparency and learning.
e The new setting is available via the GUI (config.php options in parens):
e Enable API URL Display [enableURLDisplay)

Display the API call URL for each command run.
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New Flag-On-Lag Feature
e You can now automatically highlight node rows where the Replicator is lagging by a specified number of seconds.
e The new setting is available via the GUI (config.php options in parens):

e Flag-On-Lag Delay (flagOnLagDelay) (in seconds)

Set this option to a non-zero value to enable node row highlighting when the Replica is more than the specified number of seconds be-
hind the Primary.

e Flag-On-Lag Color (flagOnLagColor)

The background color to use when marking a node row as too far behind. One of Info (blue), Warning (yellow) or Danger (red).

B.7. Tungsten Dashboard 1.0.9 GA (12 August 2020]

Version End of Life. 11 August 2021
Tungsten Dashboard provides a web-based Ul for monitoring and managing Tungsten Clustering deployments.
Tungsten Dashboard v1.0.9 provides a number of new features, improvements and bugfixes.
Dashboard Configuration
¢ Now able to configure Dashboard settings via the browser

You can disable the editing of settings in the browser by changing the value of disablesettingsedit tO 1 in the config.php file, in the "settings":
{ } stanza:

o All settings configured via the browser page are stored in the {webroot}/settings.d/ directory as individual JSON text files named for the set-
ting. Please ensure it exists and is writable by the web server user.

¢ You may edit or delete any of the files in the {webroot}/settings.d/ directory. The setting will revert to the default if deleted. you may also
choose to configure settings in this way as opposed to using the config.php file. Your choice.

o Refactored all options and created centralized defaults
Software Update
* Now able to self-update the Dashboard software via the browser
There are four related settings, enableUpdates, tmpDir, downloadAccesskey aNd downloadSecretKey.
All four must be located in the config.php file, in the "settings": { } stanza. They are not accessible from the browser settings page.

You can disable the Dashboard self-update feature by changing the value of enableupdates tO 6 in config.php (default: 1):

The tnpoir value is used to determine where downloaded software packages are saved to:

The other two (downloadAccesskey and downloadsecretkey) Need to be obtained from Continuent support and typicially ship with the Dashboard
installation package.

Cluster Definitions

* Now able to manually create and save cluster definitions in the conf.d subdirectory. Originally, a cluster could only be defined in the "clus-
ters": { } stanza.

Now able to create and save cluster definitions to the conf.d subdirectory via a browser workflow

Added Display, Edit and Remove Cluster Definition menu choices for each cluster

¢ Now able to automatically define cluster definitions in conf.d just by providing a hostname and port number in a browser workflow

Now able to automatically define cluster definitions in conf.d at Dashboard startup

There are three related settings, enableAutoConfiguration, managerPort and useHAProxy.
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You can enable the Dashboard auto-configuration feature by changing the "Enable Auto-Configuration?" setting via the Dashboard settings
page in the browser, or changing the value of enableAutoConfiguration tO 1 in config.php [default: 0) or via the Dashboard settings page in the
browser:

The nanagerport value is used to determine what port to communicate with the manager upon when performing auto-configuration and au-
to-define, as well as populating form fields in other places. Only change this if you have change the API listener port for the Manager as
well.

The useHaProxy value is used to determine how to calculate ports when performing auto-configuration and auto-define.

Set the value to 1 to determine the manager port number automatically during various operations based on calulations using the base
managerPort.

Set the value to o [default) to use the base managerPort with no attempt to auto-define the port.

You can enable the manager port auto-configuration feature by changing the "Using HA Proxy?" setting via the Dashboard settings page in
the browser, or changing the value in the config.php file.

Ul/UX

¢ Role name cleaning (Master is now Primary, and Slave is now Replica for nodes; Master is now Active, and Slave is now Passive for clusters)
e Improve error handling for JSON responses to AJAX calls

* Bug fixes in service alias support

¢ Many footer improvements, including a link to check for an available Dashboard software update

e Stop providing tabinfo during intitial page load, instead do it as AJAX call after load to save initial page load time

Dashboard Diagnostics

¢ Now able to upload a Dashboard Diagnostic containing the JSON configuration to Continuent Support's protected AWS bucket. No other
customer has access to this location, it is upload-only.

There are three related settings, customerName, uploadAccesskey and uploadSecretKey.

The customername Value is used to pre-populate the diagnostic upload form.

The other two (uploadaccesskey and uploadsecretkey) need to be located in config.php

Misc Admin
* New Expert mode disables both confirmation prompts when Deleting All Definitions

The default is o (disabled). Set enableExperttiode to 1(one) to enable.

¢ Use the enablepebug setting to get additional logging information and use the debug software versions when checking for an available up-

o
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B.8. Tungsten Dashboard 1.0.8 GA (4 June 2020}

Version End of Life. 3 June 2021
Tungsten Dashboard provides a web-based Ul for monitoring and managing Tungsten Clustering deployments.

Tungsten Dashboard v1.0.8 provides a number of new features, improvements and bugfixes.
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Added basic Role-Based Access Control (RBAC). There are two roles, Administrator with full access and Operator with Read-Only access.
This feature requires Basic Auth to be properly configured on the Web server.

When enabled, the user's current role will be displayed in the footer. Refresh the page to activate any changes to config.php.

The default is o (disabled). Set enablersac to 1 (one] to enable.

Use the adninistrators setting to list the users with admin privs:

Improved page load performance via caching of API calls. This is especially helpful with Composite clusters that have multiple sites over a
wide area.

Added the ability to modify the browser window title using the new configuration option windowTitle

Added the ability to change the cluster service sort order from the alpha default to as-written configuration order using the new configura-
tion option sortByConfigorderNotAlpha

Site favicons along with the navigation bar logo and colors have been updated to promote a cleaner look. Additional icon replacements
and color tweaks have been made throughout the tool.

Added hover-based tooltips for all fields and buttons where possible. Set disableTooltips t0 1t0 prevent the tooltips from appearing.

Significantly improved the Connector popover formatting, sorting and operation.

Message handling is improved so that multiple actions and responses are tracked and messaged properly.

Added the ability to view the json configuration in the browser via a menu link.

Added the ability to check for Dashboard software updates.

Added the ability to check for Clustering software updates on a per-node basis.

Tungsten Dashboard is compatible with both the Tungsten Clustering 5.3.x series and 6.x series.

B.9. Tungsten Dashboard 1.0.7 GA (26 November 2019]

Version End of Life. 26 November 2020
Tungsten Dashboard provides a web-based Ul for monitoring and managing Tungsten Clustering deployments.

Tungsten Dashboard v1.0.7 provides a number of new features, improvements and bugfixes.

Added the feature to allow for cluster service name aliases. You may now add the sub-key actualname pointing to the "real" name of the ser-
vice, and change the top-level cluster service name to some alias that you understand.

Previously, it was impossible to configure two or more clusters with the same service name. This could be required if clusters were in-
stalled into different environments like production, staging or development. While the best practice is to name the cluster services to
match the environment (i.e. east_prod and east_staging], in some situations this may not be possible.

Added a new feature to automatically fade out messages after a delay. The default is 66 seconds. Set nsgradeoutTimer to 0 (zero) to disable or
to a positive integer to specify the delay in seconds.

Improved the look & feel of the overall layout, including display widths, the location of the timestamp marker and spacing.

Fixed a bug where the controls to open and close a cluster were STILL not working.

Fixed a bug where the datasource status details hover was not displaying properly

Tungsten Dashboard is compatible with both the Tungsten Clustering 5.3.x series and 6.x series.

B.10. Tungsten Dashboard 1.0.6 GA (3 September 2019])

Version End of Life. 3 September 2020

Tungsten Dashboard provides a web-based Ul for monitoring and managing Tungsten Clustering deployments.
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Tungsten Dashboard v1.0.6 is a bugfix and minor feature release.
¢ Fixed a bug where the controls to open and close a cluster were not working.

¢ When Auto-refresh is turned on, any issuence of a command will stop the auto-refresh. Simply re-select your desired refresh rate to turn it
back on.

Tungsten Dashboard is compatible with both the Tungsten Clustering 5.3.x series and 6.x series.

B.11. Tungsten Dashboard 1.0.5 GA (28 June 2019]

Version End of Life. 28 June 2020
Tungsten Dashboard provides a web-based Ul for monitoring and managing Tungsten Clustering deployments.
Tungsten Dashboard v1.0.5 is a bugfix release.
o Fixed CMM cluster bug where clusters other than the first do not show subservices.
o Tweaked cell alignment

Tungsten Dashboard is compatible with both the Tungsten Clustering 5.3.x series and 6.x series.

B.12. Tungsten Dashboard 1.0.4 GA (11 April 2019]

Version End of Life. 11 April 2020
Tungsten Dashboard provides a web-based Ul for monitoring and managing Tungsten Clustering deployments.
Tungsten Dashboard v1.0.4 is a bugfix release.
o Fixed cluster-level open/close regression.
e Tweaked error text and reduced noise in the logs.

Tungsten Dashboard is compatible with both the Tungsten Clustering 5.3.x series and 6.x series.

B.13. Tungsten Dashboard 1.0.3 GA (22 March 2019)

Version End of Life. 22 March 2020
Tungsten Dashboard provides a web-based Ul for monitoring and managing Tungsten Clustering deployments.
Tungsten Dashboard v1.0.3 is a feature release for better global controls and customization.
The default for navButtonFormat is icon if not specified.
¢ Added modal "Stop Auto-Refresh" button which will turn off the Auto-refresh feature. This button is only visible if auto-refresh is enabled.

* Added ability to set global buttons to icon, text or some combination. Use the setting navButtonFormat and specify one or more of icon Or text
as a comma-separated string, no spaces. Order counts.

$jsonConfig = <<<EO0J]
{

"settings": {

"navButtonFormat":"icon",

EOJ;

Currently there are four (4) possible entries:

Tungsten Dashboard is compatible with both the Tungsten Clustering 5.3.x series and 6.x series.

B.14. Tungsten Dashboard 1.0.2 GA (20 September 2018]

Version End of Life. 20 September 2019
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Release Notes

Tungsten Dashboard provides a web-based Ul for monitoring and managing Tungsten Clustering deployments.
Tungsten Dashboard v1.0.2 is a bug fix release for better API error handling.

o Refactored API calls for better error handling.

e Better error reporting on the front-end.

Tungsten Dashboard is compatible with both the Tungsten Clustering 5.3.x series and 6.x series.

B.15. Tungsten Dashboard 1.0.1 GA (17 September 2018])

Version End of Life. 17 September 2019
Tungsten Dashboard provides a web-based Ul for monitoring and managing Tungsten Clustering deployments.
Tungsten Dashboard v1.0.1is a bug fix release that also contains a few improvements.

* Support for Composite Active/Active topology offered in Continuent Clustering v6.x (requires Continuent Clustering version 6.0.3)

Improvements to the menu system layout and clarity
e Composite-level cluster commands have been relocated to a new menu to the right of the State field

e Composite clusters now display the actual composite state instead of the Ready/Warning/Error status indicators, and status indicator lights
have been moved to the left of the State label

Improvements to the locking system:

e Auto-Lock and Auto-Unlock are now both configurable via config.php

¢ Auto-Lock and Auto-Unlock setting are now both visible at the bottom of the cluster-level locking menu
o Auto-Lock may be configured to attempt a lock for all actions, heartbeats only, or not at all

e Auto-Unlock may be configured to attempt an unlock for all actions, heartbeats only, or not at all

¢ Additional formatting tweaks, including the reduction in height of the rows

Tungsten Dashboard is compatible with both the Tungsten Clustering 5.3.x series and 6.x series.

B.16. Tungsten Dashboard 1.0.0 GA (10 May 2018]

Version End of Life. 10 May 2019
Tungsten Dashboard provides a web-based Ul for monitoring and managing Tungsten Clustering deployments.
It supports the following features:
¢ Full monitoring information on the status and progress of replication and the status of the cluster
* Monitor multiple clusters through a single page
o Perform switches and failovers
e Shun hosts
e Recover failed hosts

Tungsten Dashboard is compatible with the Tungsten Clustering 5.3.x series.
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Appendix C. Upgrade the Tungsten Dashboard

C.1. Manually Updating the Tungsten Dashboard Software

Manually Download and Upgrade the Tungsten Dashboard Software
Important
I Please change the example values below to match your specific environment.

As user tungsten, download the software using the temporary URL provided by Continuent, or login to the web download portal to obtain
the software (https://www.continuent.com/downloads/}, then copy the updated application files to the web root directory, overwriting the
existing ones:

shell>

## Set the WEBROOT env var for convenience
shell>

For example:

shell>

## Make a backup of current Dashboard directory
shell>

## Obtain the software package and cd to extracted dir
shell>
shell>
shell>

## CHeck what would be updated with:
shell>

## Perform the actual upgrade with:
shell>

Note

Your config.php Will NOT be overwritten. The software package contains only config.php.sample, SO there is no risk of af-
fecting your settings during an upgrade.

Version 1.0.11.  There is a new config.php file with this version, and along with it, a migration tool called upgrade_config.php to easily install the
new config.php file, while still maintaining all of your existing settings. The upgrade_config.php feature was first introduced in Tungsten Dashboard
version 1.0.11-1 This version now uses the config. json file for configuration.

Important

I To use the upgrade_config.php cCOMmMmaand, please complete all the above upgrade steps first!

shell>
For example:
shell>

shell>

Important
I The upgrade_config.php tool should be RUN ONLY ONCE!

C.2. Self-Updating the Tungsten Dashboard Software

Automatically Download and Upgrade the Tungsten Dashboard Software

Version 1.0.9.  This feature was first introduced in Tungsten Dashboard version 1.0.9-61
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Figure C.1. Tungsten Dashboard Self-Update Menu Option
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You may see a No Update Available message like this:

Figure C.2. Tungsten Dashboard No Update Available

Tungsten Dashboard | v1.0.9-61
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Tungsten Dashboard Version Check

GOOD! You are running the most recent version - no update available.

To upgrade manually:

» For the latest software, please visit the Continuent download portal at:
https://www.continuent.com/for-customers/downloads

» For more information about how to upgrade by hand, please visit the online documentation at:
https://docs.continuent.com/tungsten-dashboard-1.0/tungsten-dashboard-upgrade-dashboard.html

® Close window

You may also see a New Version Available message like this:
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Figure C.3. Tungsten Dashboard Self-Update Form
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Tungsten Dashboard Version Check

USEE OVl New version 1.0.10-32 is available » please upgrade! (You have version 1.0.9-61 installed)

To upgrade manually:

» For the latest software, please visit the Continuent download portal at:
https://www.continuent.com/for-customers/downloads

» For more information about how to upgrade by hand, please visit the online documentation at:
https://docs.continuent.com/tungsten-dashboard-1.0/tungsten-dashboard-upgrade-dashboard.html

® Close window

o Click the "Update Now" button to invoke the upgrade. There is no confirmation prompt, the upgrade begins immediately.
¢ When the upgrade is complete, simply refresh the page fully to get the new version.

¢ You may need to clear cache and refresh the page again to ensure the latest scripts and styles are loaded properly.
Figure C.4. Tungsten Dashboard Self-Update Success

- Tungsten Dashboard | v1.0.9-61
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Tungsten Dashboard Version Check

SUCCESS - Dashboard updated to 1.0.9-62, please click here to refresh the page. If you have any
W issues, please clear the browser cache and refresh again.

To upgrade manually:

» For the latest software, please visit the Continuent download portal at:
https://www.continuent.com/for-customers/downloads

» For more information about how to upgrade by hand, please visit the online documentation at:
https://docs.continuent.com/tungsten-dashboard-1.0/tungsten-dashboard-upgrade-dashboard.html

® Close window
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Appendix D. Ul Operational Scope Table

The following table describes the relationship between the Ul elements on screen, their operation and scope, and the equivalent cctrl com-
mand that would be required to achieve the same operation.

Ul Row Levels Menu Label Scope cctrl Equivalent

Cluster Composite Recover Composite use {composite_service}; datasource {compos-
ite_member} recover

Cluster Composite Welcome Composite use {composite_service}; datasource {compos-
ite_member} welcome

Cluster Composite Online Composite use {composite_service}; datasource {compos-
ite_member} online

Cluster Composite Offline Composite use {composite_service}; datasource {compos-
ite_member} offline

Cluster Composite Shun Composite use {composite_service}; datasource {compos-
ite_member} shun

Cluster Composite Promote Composite use {composite_service}; switch to {composite_mem-
ber}

Cluster Composite Fail Composite use {composite_service}; datasource {compos-
ite_member} fail

Cluster Heartbeat Cluster use {cluster_service}; cluster heartbeat

Cluster Recover Cluster use {cluster_service}; recover

Cluster Failover Cluster use {cluster_service}; failover

Cluster Switch Cluster use {cluster_service}; switch

Composite Heartbeat Composite use {composite_service}; cluster heartbeat

Composite Recover Composite use {composite_service}; recover

Composite Failover Composite use {composite_service}; failover

Composite Switch Composite use {composite_service}; switch

Composite,Cluster

Set Policy to Avromatic

Composite,Cluster

use {selected_service}; set policy automatic

Composite,Cluster

Set Policy to maIntenance

Composite,Cluster

use {selected_service}; set policy maintenance

Node Online Node/Manager use {cluster_service}; datasource {cluster_node} online

Node Offline Node/Manager use {cluster_service}; datasource {cluster_node} of-
fline

Node Welcome Node/Manager use {cluster_service}; datasource {cluster_node} wel-
come

Node Shun Node/Manager use {cluster_service}; datasource {cluster_node} shun

Node Recover Node/Manager use {cluster_service}; datasource {cluster_node} re-
cover

Node Enable Archive Node/Manager use {cluster_service}; datasource {cluster_node} set
archive

Node Disable Archive Node/Manager use {cluster_service}; datasource {cluster_node} clear
archive

Node Backup Node/Manager use {cluster_service}; datasource {cluster_node} back-
up

Node Promote Node/Manager use {cluster_service}; switch to {cluster_node}

Node Fail Node/Manager use {cluster_service}; datasource {cluster_node} fail

Node Restore Node/Manager use {cluster_service}; datasource {cluster_node} re-
store

Node Enable Standby Node/Manager use {cluster_service}; datasource {cluster_node}
standby

Node Disable Standby Node/Manager use {cluster_service}; datasource {cluster_node} clear

standby
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https://docs.continuent.com/tungsten-clustering-7.1/cmdline-tools-cctrl.html
https://docs.continuent.com/tungsten-clustering-7.1/operations-policymodes.html

Ul Operational Scope Table

Ul Row Levels Menu Label Scope cctrl Equivalent
Node Online Node/Replicator use {cluster_service}; replicator {cluster_node} online
Node Offline Node/Replicator use {cluster_service}; replicator {cluster_node} offline
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Appendix E. Included External Packages In Use

Continuent Tungsten Dashboard includes the following software in the distribution package:
e bootstrap-3.3.7

¢ httpful-0.2.20

e jquery-1.12.4

e jsuri-1.3.1
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